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FROM THE EDITOR

Dear Reader,

The many facets of US global leadership require continual refining as America ad-
justs to the realities of persistent geopolitical, market, and technological uncertainty.
Whether these updates take the form of laws protecting privacy or critical supply
chains or result in policies that clarify red lines and strategic messaging, decisionmak-
ers must respond and adapt in order to preserve US leadership in the world. At the
organizational level, innovative advances in all-domain warfare and new ways of ana-
lyzing the human domain demand similar honing of technology and processes. And
none of this occurs in a vacuum. America’s ability to lead with strength, advocate for
peace and justice, and oppose tyranny and violence depends in full on our global net-
work of strong Allies and partners.

In the spirit of alliances, we are extremely honored and grateful to present a Senior
Leader Perspective by US Air Force General James B. Hecker, Commander of US Air
Forces in Europe, US Air Forces Africa, and Allied Air Command, and the Director of
the Joint Air Power Competence Centre, a NATO Center of Excellence. General
Hecker calls for the United States and its Allies and partners to adapt to dispersed op-
erations of forces and headquarters, reconceptualize risk delegation and decision au-
thority, and innovate with the right mix of low-end and high-end capabilities.

In Managing Risk, Gregory Wischer, Gregory Autry, and Morgan Bazilian discuss
the mineral-intensive composition of major space assets—satellites, direct-ascent anti-
satellite weapons, and rocket bodies—to highlight supply-chain vulnerabilities. Three
key policies will mitigate risk and the resulting national security vulnerabilities.

In our second forum, Technology, Society, and War, Alison Russell presents findings
from a global study on public- and private-sector facial recognition technology across 20
countries and the EU. In the face of either a total lack of rules and regulations or laws that
do not protect citizens from their governments, the United States and its Allies and part-
ners should establish and promote norms that safeguard human rights. Paul Calhoun
presents DARPA' innovative energy web dominance framework. This framework will
provide new and more resilient methods to achieve military effects, principally in the de-
livery of energy, through breakthroughs in wireless energy distribution.
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From the Editor

The last article in the forum, by Denise Tennant, Louis Nolan, and Deanna House,
calls for the establishment of policy red lines in the realm of adversary cyber operations.
Such red lines will also help define what constitutes cyber operations in the gray zone.

In Elements of Deterrence, Luke Stover examines the concept of assurance, and
advocates for a clear delineation between assurance and deterrence. In today’s world,
alliances and partnerships provide asymmetric advantages, as they are grounded in a
firm commitment to the multiple facets of assurance. The forum concludes with an
article by Jessica Taylor, who cautions about the strategic messaging the US-Northeast
Asia alliance system sends to Pyongyang through its responses to North Korea provo-
cations and alliance system exercises. Avoiding deadly miscalculations on all sides re-
quires clear communication and long-term policy stability on the part of the member
nations of the alliance system.

Our final forum, Transforming Bureaucracy, considers institutional policy change.
Kelly Atkinson analyzes her decade of work with the Air Force Women’s Initiatives
Team through a new framework of organizational theory that builds upon rational
actor theory and addresses the challenges of collective action, emphasizing the roles
played by change agents, power brokers, and the frozen middle.

Thank you, as always, for your support of the journal. Team Zther wishes you a
good second half of 2024. &

~ The Editor
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Senior Leader Perse.ecz‘i‘ve .

AIR SUPERIORITY GENERAL JAMES B, HECKER,

The rapid expansion of small unmanned aerial systems in the battlespace, as evidenced in
Russia’s war in Ukraine, upends our traditional definition of air superiority. In a near-peer
conflict, adversaries’ advanced systems would likely render untenable the US Air Force’s
unblemished 70-year record of air superiority against crewed threats. In response, America
and its Allies and partners must adapt and innovate, culturally and in how we organize,
train, and equip our forces and in how we plan, execute, and command and control opera-
tions. Necessary adaptations include dispersed operations of both forces and headquarters
and a reconception of delegating risk and decision authority. A balanced mix of high- and
low-end capabilities is achievable if we are innovative at both the system and organiza-
tional levels.

pril 15, 1953. An unremarkable day in the news, but one with enduring signifi-

cance for modern airpower practitioners. The date marks the last occasion

when US forces suffered fatalities from a manned aerial attack—in this case a
1920s-era Polikarpov Po-2 on a nighttime harassment mission in the waning months of
the Korean War. The watershed event quietly became the opening bookend of the US air
superiority era, and although there has never been a guarantee of air superiority, the
United States and its Allies have increasingly treated it as an article of faith ever since.

The US Air Force quite rightly takes great pride and inspiration in this 70-plus-year

air superiority track record. But a wise airpower practitioner knows the relatively per-
missive air environment encountered over the last 30-plus years in Operations Inher-
ent Resolve and Enduring Freedom is not indicative of current and future conflicts.
Indeed, the rapid expansion of small unmanned aerial systems (sUAS) on display in
Ukraine portends a complicated and deadly air-to-surface threat in any future war
and challenges the utility of benchmarking the air superiority definition as defense
against manned attacks. Furthermore, any conflict with a near-peer adversary will in-
clude both surface-to-air and air-to-air threats of such mass and capability that as-
suming our perfect 70-year track record of gaining and maintaining total air superior-
ity would be irresponsible, if not dangerous.

General James B. Hecker is the Commander, US Air Forces in Europe; Commander, US Air Forces Africa; Com-
mander, Allied Air Command; and Director, Joint Air Power Competence Centre.

ZATHER: A JOURNAL OF STRATEGIC AIRPOWER & SPACEPOWER 5



Air Superiority

With this context in mind, a few questions remain: What event will provide the
closing bookend to this exceptional era, how can the United States and its Allies en-
sure continued dominance in the air domain, and what should NATO nations do
about this shifting paradigm?

To that end, I thank Zther for the opportunity to address these issues. Considering
all the changes in the operational and strategic picture, we must take a holistic ap-
proach to create a renewed vision for the air domain. This short article will emphasize
doctrinal, materiel, and information-sharing aspects as the lens through which we can
both make sense of the new and emerging operational environment and think delib-
erately about what the broader Western airpower community can do to mitigate the
associated risks and maximize our strategic potential. NATO nations can take power-
ful lessons from Ukraine, as exemplified by its development and use of the low-cost/
high-yield Sky Fortress air defense program. We can also learn and implement capa-
bilities and capacity from NATO’s newest members: Finland and Sweden.

Air-Land Integration

A major challenge NATO faces is increasingly congested and contested airspace, both
by adversary threats and by the services’ competing tactical priorities. Doctrine gives one
mechanism to address this challenge. Battle management areas are already in US Joint doc-
trine, but there are still issues to be resolved during implementation that must be tailored to
each situation. At a recent conference sponsored by the Joint Air Power Competence Cen-
tre (JAPCC) and hosted at NATO Air Command (AIRCOM), air-land integration was one
of the primary topics. All participants gained a new understanding of the battle manage-
ment area topic, and the Air-Land Integration syndicate identified follow-up areas for both
AIRCOM and US Air Forces in Europe (USAFE) staffs.

Russia’s war in Ukraine reaffirms that air superiority remains job number one. But
we must be clear about our purpose. The air component does not simply pursue air
superiority for its own sake. Air superiority is not just the first thing we work toward;
it will typically remain our top priority—even if it becomes a low weight-of-effort
later in the campaign—because it grants us freedom of maneuver to accomplish all
other tasks and because attrition rates would otherwise become prohibitive. We have
known this since the combined bomber offensive of World War II, and the current
situation in Ukraine is a constant reminder of the terrible cost of a stalemate in the air.

Battle management areas are rightly intended to increase flexibility and indepen-
dent action, but we must also ensure any changes do not impinge on the air compo-
nent’s freedom of action or negatively impact our support to the terrestrial domains.
Just what are combined forces air component commander assets doing in the higher
strata? A great proportion of those sorties are delivering close air support and battle-
field air interdiction fires through the lower strata directly in support of the ground
commander and Joint Force commander objectives.

This does not mean that the lower tier of the airspace is the US Air Force’s by birthright,
but rather that the principle of “ability to command and control” should be applied. Today’s
Airmen have always been and will remain keenly focused on the vertical dimension. The
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Hecker

72-hour targeting cycle, though it has room for improvement, is the mechanism by which
the air component produces predictable and sustainable airpower from the entire Alliance.
Ample flexibility remains to meet the ground commanders’ needs with pre-allocated on-
call close air support and interdiction missions, but we are likewise committed to finding
innovative ways to improve the responsiveness of airpower.

I am encouraged that Zther is following up with this difficult topic in its next issue
and encourage all participants to bring a multidomain operations perspective to the
conversation. Toward that end, all participants in this debate need to find ways to
think less from parochial service perspectives and more with an ecumenical lens to
match the best asset to the desired effect across the entire battlespace. This is a daunt-
ing task and my challenge to all involved.

Ukraine Lessons

There are abundant lessons from Russia’s war in Ukraine, of which a few highlights
are addressed here. For a more detailed assessment, please reference the recently pub-
lished article in issue 37 of the Journal of the JAPCC, which summarizes the unclassi-
fied conclusions from our ongoing study of the war in Ukraine.'

Deterrence by Denial

First, deterrence by denial depends upon having the right forces—equipped,
trained, and proficient—that can win. In other words, when asking what force posture
provides a credible deterrent, the answer is to be able to readily demonstrate that
NATO possesses the forces it would take to forcibly deny the adversary their objec-
tives. Authoritarian regimes are not likely to be constrained by public disapproval of
military adventurism, so we must appeal to their rational interest that conflict with
NATO is not worth the cost and risk to their national forces or regime.

Balanced Effort

Second, we can derive many lessons from the relative stalemate in Ukraine. NATO
nations cannot count on high-end capabilities alone to win the fight, as the prolifera-
tion of low-cost threats makes engagement with high-end weapon systems unsustain-
able. In addition to grossly underestimating Ukraine’s political, military, and social
resolve, Russia also expended the lion’s share of its precision munitions in the early
phases of the war to little effect, though it is reconstituting those munitions at pace.
Without a campaign plan, robust targeting process, and sufficient electronic warfare
resources, Russia initially squandered its precious stock of precision munitions, which
it is now frantically trying to replenish.

1. Joe Goodwin, “Allied Air Command Lessons from Ukraine: Implications from NATO Air & Space
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Air Superiority

Mass and Scale

Third, and an important distinction from the second, is the age-old principle of mass.
In the industrial-scale warfare, any war between large combatants that is not decided in its
early campaigns will devolve into an industrial war of attrition. Short, decisive campaigns
such as the Gulf War are, in fact, the exception that proves the rule. Ukraine is the norm.

Economics, Technology, and Society

Fourth, the reality of industrial war leads to additional conclusions, namely, win-
ning such a war depends on overall economic strength and resiliency, the ability to
adapt and innovate, and the strength of political will and social cohesion. Our Alli-
ance has tangible strengths in this area: A diverse and overlapping set of capabilities
from various national defense industries is a strategic strength—as long as our Allies
and partners have taken an integration-by-design approach from the beginning to
achieve day-zero interoperability. In full-scale conflict, Alliance members would likely
quickly overcome challenges, such as the glacial pace of procurement processes and
policy roadblocks to interoperability and information sharing, especially if NATO
were under attack. We must address those issues with the same vigor now to create
the day-zero capabilities we need to deter and defend in the future.

A Strong Focus on Adaptability and Innovation

Sky Fortress

Notwithstanding these general observations, Ukraine’s adaptability and innovation
deserve special attention. From the early days of the war, Ukraine has been highly in-
novative at adapting sUAS for anti-armor, antipersonnel, interdiction, reconnaissance,
and artillery-spotting missions. Once Russia belatedly began competing in this space,
Ukraine adapted again, developing the wildly imaginative Sky Fortress system—an
acoustic passive-detection system that has proven highly effective at identifying in-
coming Russian aerial attacks, particularly drones.

Sky Fortress was the brainchild of a handful of Ukrainian scientists who mounted
elevated microphones all around the country and connected them with cellular and ra-
dio networks. Using advanced computing to process the results, Sky Fortress quickly
identifies and locates incoming attacks and triangulates their likely destinations and
flight paths. This information is relayed to mobile firing groups (MFGs) equipped with
truck-mounted machine guns and man-portable air defense systems (MANPADS). The
MFGs then maneuver to the expected engagement point and use optical, thermal, and
radar-guided tracking systems to complete the engagement. Ultimately, low-cost en-
gagements of low-cost systems bring the fight back to the right side of the cost curve.

Notably, Sky Fortress also has exemplified many tasks most appropriate for ma-
chine learning and artificial intelligence (AI/ML). Ideal tasks for AI/ML are clearly
defined, with large datasets upon which detailed analyses and correlation must take
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place in near-real time. For such tasks, human judgment is generally not required un-
til a decision must be made based on that data and analyses. We should continue to
look for modest, rapidly attainable opportunities for automation that empower human
decisionmakers and accelerate decision cycles.

Exchange Cost and Sustainability

Applying the lesson of Ukraine’s adaptability and innovation to the challenges of
maintaining the air superiority era puts a spotlight on NATO’s approach to air de-
fense. NATO air defense systems such as Patriot are highly effective, and Ukraine’s
ability to fuse so many systems into a coherent defense has been impressive, but when
Ukraine utilizes a million-dollar missile to shoot down a Shahed drone that costs per-
haps $20,000, it ends up on the wrong side of sustainability, mass, and the cost curve.

Yet, this threat-versus-defender cost comparison only tells part of the story. Other
factors must be considered: What is the value of the defended asset? If a high-end sys-
tem is expended to defend a high-value defended asset, then perhaps the exchange
was strategically worth the difference in cost: the value of the defended asset far ex-
ceeds the cost of the interceptor. Further, we must consider any secondary effects. Per-
haps the high-end system is defending a nuclear power plant. Not only is that plant of
great value—in terms of power production and replacement costs—but also the sec-
ondary effects of a radiological event would be catastrophic. From that perspective,
expending the high-end system, even against low-cost threats, is an outright bargain.

This more accurate understanding on the cost of action versus inaction exemplifies the
need for a balanced mix of high- and low-end capabilities. Such a high-low mix ensures
we have the top capabilities to execute our most challenging missions while still affording
the overall mass (both force structure and equipment) to cover all geographic responsi-
bilities and provide enough depth to sustain ongoing operations and remain resilient to
losses. Ukraine is leading the way with Sky Fortress. With its truck-mounted antiaircraft
artillery systems, its MFGs accomplish most engagements with bullets for pennies on the
dollar compared to the cost of the drone, not to mention the value of the defended asset.

A Stronger NATO

The recent accession of Finland and Sweden to NATO punctuates another signifi-
cant anniversary—75 years of the most successful defensive alliance in history. These
two new Allies make our deterrence posture even more credible by securing the pe-
rimeter of the Baltic Sea region, expanding the Alliance’s reach and expertise in the
Arctic, and extending NATO’s border with Russia by 1,300 kilometers. Inspired by
Russian President Vladimir Putin’s illegal war of aggression, the Alliance is reinvigo-
rated and more robust than ever.

Operationally, our new Allies bring great proficiency in combined operations. The
transparency and interoperability demonstrated by the Nordic Defense Cooperation are
the example to which the rest of NATO should aspire. Additionally, both nations are
world-class practitioners of dispersed operations. Agile combat employment (ACE) is a
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Air Superiority

bit of a “back to the future” development for many in NATO—it was part of our plan-
ning and training during the Cold War, but we let that competency atrophy over the last
30 years. In contrast, our new Nordic Allies, necessitated by their former policies of non-
alignment, sustained this capability.

Maintaining this combat edge is more than just practice. Sweden’s Gripen, for ex-
ample, can be combat turned for an air-to-air mission from a highway strip by a sergeant
and a handful of conscripts in about 15 minutes. Practice is a big part, but it is only pos-
sible because of a host of conscious design decisions, capable Airmen trained to accom-
plish multiple tasks, judicious delegation of authority and risk, and a nonpunitive com-
mand culture. As US and NATO forces move boldly toward ACE operations, this is just
one area among others where we can learn from our new Nordic Allies.

NATO brings together 32 nations with widely varied sizes, economies, and militaries,
not to mention geopolitical challenges. Even still, NATO nations are united in our
broadest values and steadfast commitment to collaborative defense. While the variation
in available means can create some challenges to fielding a cohesive fighting force, the
lessons and observations above lead to some exciting conclusions, such as the potential
for specialization. As an example, it is not practical or even necessary for all NATO
members to field a fifth-generation air force, nor do any of us have the resources to excel
at everything. If, instead, nations specialize to deliver elements of the high-low mix, we
can field a force with the depth and mass to credibly deter and, if necessary, defeat the
diverse threats of near-peer adversaries.

Sky Fortress’s relevance to NATO and our national processes could not be clearer.
Of course, technological development is dynamic and unpredictable; the combatants
and other nations will continue to adapt. The point is not that Ukraine’s solution today
will be 100 percent of our solution tomorrow or that other systems or companies
could not be used for the same task. Rather, Sky Fortress simply exemplifies the im-
portance of innovation, adaptability, procurement processes, cost, mass, interoperabil-
ity, and more. Across the military, industry, and academia, the United States and its
Ally and partner nations need to ask if they are aspiring toward the Ukraine model, or
if they are complacent in traditional ways of doing business.

Conclusion

USAFE and AIRCOM will continue to update the lessons learned from Ukraine,
but the key points discussed herein are unlikely to change, as is the imperative for ac-
tion. All Airmen have a key role in making sure NATO is a ready, resilient, and adapt-
able force. Through readiness and our defensive alliances, we will be an effective de-
terrent by being prepared to prevail.
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Managing Risk .

MINERAL SUPPLY

CHAINS AND SPACE GREGORY WISCHER

Space is an increasingly competitive military domain. Both the United States and China
seek to build and deploy significant numbers of space assets, most of which are mineral-
intensive. The mineral compositions of three important space assets—satellites, direct-as-
cent antisatellite weapons, and rocket bodies—require the United States to import minerals,
particularly from China, for their construction. Consequently, the US space industry, and
thus the US government, faces the associated risks of supply chain disruptions that can re-
strict mineral availability and cause price volatility, negatively impacting space asset produc-
tion. This article proposes three policies to mitigate such risks to the mineral supply chains.

pace is an increasingly important—and contested—military domain." Most of

the growing number of space assets being built and deployed by the United

States and China are mineral-intensive. Yet US supply chains for space assets
depend heavily on mineral imports, often from China. Mechanisms such as foreign
export controls can restrict mineral availability and cause price volatility, thus nega-
tively impacting US manufacturing of space assets.

To mitigate import disruption risks to the supply chains of these assets, the US gov-
ernment—with the US Space Force as the primary coordinator—should adopt the
following policies: stockpile minerals vital to US space assets, similar to the Strategic
Petroleum Reserve or the National Defense Stockpile; provide concessional financing
for US space companies to sign long-term, fixed-price mineral offtake agreements;

Gregory Wischer, founder and principal of Dei Gratia Minerals, holds a master in security studies from George-
town University.

Dr. Gregory Autry, director of space leadership, policy, and business at the Thunderbird School of Global Management
and professor at Arizona State University, is the author of A New Entrepreneurial Dynamic (Flat World, 2022).

Dr. Morgan Bazilian, director of the Payne Institute for Public Policy and professor of public policy at the Colorado
School of Mines, is the author of Analytical Methods for Energy Diversity and Security: Portfolio Optimi-
zation in the Energy Sector (Elsevier Science, 2008).

1. Elbridge Colby, From Sanctuary to Battlefield: A Framework for a US Defense and Deterrence Strategy
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Mineral Supply Chains and Space Assets

and impose environmental and labor (E&L) tariffs on mineral imports produced in
countries that do not adhere to equivalent US standards. This last policy would incen-
tivize US space companies to source minerals domestically and from partner coun-
tries with high environmental and labor standards.

The Mineral-Intense Space Competition

Today, space is a competitive domain to a degree not seen since the space race be-
tween the United States and the Soviet Union in the 1950s.% In fact, the US military
has officially declared space a warfighting domain.? In February 2024, Commander of
US Space Command General Stephen N. Whiting warned that the space activities of
China are augmenting its efforts to oust US military influence from the first island
chain—roughly comprising Japan, Taiwan, part of the Philippines, and Indonesia—
and the second island chain, which mainly includes Guam, the Northern Mariana
Islands, and Palau.*

Indeed, an invasion of Taiwan by China—America’s “pacing threat”—would likely
feature space warfare and perhaps even the use of high-altitude electromagnetic pulse
weapons to impair Taiwan’s military defenses.® Possibly foreshadowing China’s use of
space warfare before an invasion of Taiwan, the Russian government hacked the US
satellite company Viasat, which Ukraine’s military relied on for communication, com-
mand, and control, on the eve of its 2022 invasion of Ukraine.®

If a Chinese invasion of Taiwan leads to a broader conflict with the United States,
China would likely target US satellites as well. A recently revised People’s Liberation Army
doctrinal publication noted how the combat effectiveness of the US Air Force drops sig-
nificantly without satellites.” Further, one 2022 analysis warns, “The People’s Liberation
Army has the incentives and capabilities to conduct preemptive attacks against US space

2. Charles Pope, “Raymond Praises Space Force Achievements and Purpose While Noting Ongoing

J. Austin III, “Senate Armed Services Committee Advance Policy Questions for Lloyd J. Austin, Nominee for
Appointment To Be Secretary of Defense,” US Senate Committee on Armed Services, January 19, 2021, 56,
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Wischer, Autry & Bazilian

assets,” including satellites.® As evidenced by its antisatellite test in 2007, China has also
shown a willingness to use antisatellite weapons, regardless of the resulting space debris.’
Thus, US-China space warfare could involve mineral-intensive space assets.

Mineral Compositions of Space Capabilities

The most common materials in US space assets—including satellites, direct-ascent an-
tisatellite (DA-ASAT) weapons, and rocket bodies—are metallic materials, even more so
than composite and ceramic materials.'” Metallic materials with high strength-to-weight
ratios, such as aluminum, titanium, and stainless steel, help reduce launch costs and in-
crease payload capacity.'' These minerals must also withstand extreme temperature fluc-
tuations and are often alloyed together, providing additional performance benefits."*

Satellites

In a US-China conflict, satellites would function in an intelligence, surveillance, and
reconnaissance role for both combatants, as well as an enabler of precision-guided mis-
siles.'® Possibly in anticipation of conflict with China in the space domain, the US mili-
tary is creating satellite redundancy by launching large satellite constellations. The US
Space Force’s Space Development Agency aims for 1,000 satellites in orbit by 2026, and
the US National Reconnaissance Office intends to “quadruple” its satellite fleet by 2033.'4

Given the mineral intensity of satellites, these deployment targets have significant
mineral demand implications. As one study notes, “The [satellite] structure mainly
consists of [aluminum]-alloys, [titanium]-alloys, or stainless steel,” adding that solar

8. Jiemin Hou, “Offensive Defense: People’s Liberation Army Logic of Preemption in Space,” Zther: A

Finckenor, 9.
13. 2022 Challenges to Security in Space: Space Reliance in an Era of Competition and Expansion
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arrays contribute substantially to satellite mass. These arrays are predominantly com-
posed of silicon, silver, aluminum, glass, germanium, and gallium (fig. 1)."

Estimated mass composition of satellites

Other materials
24%

Phosphorus Aluminum
1% 40%

Indium [ __

! =

Galium. 1% /
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_
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Figure 1. Estimated mass composition of satellites based on 2020 study!®

Concerningly, the United States in 2023 had a high net import reliance, or the im-
ports’ share of domestic consumption, for many of these minerals: over 95 percent for
titanium sponge metal, 57 percent for nickel, more than 50 percent for germanium—
which the United States imports mainly from China—nearly 50 percent for silicon,
and 44 percent for aluminum.'” The United States also had a net import reliance
of 100 percent for arsenic, 100 percent for gallium, 100 percent for indium, and 14
percent for phosphate rock.'® Thus, it is highly dependent on imports of minerals nec-
essary in satellites, exposing these mineral supply chains to disruption and cost risks.

15. Leonard Schulz and Karl-Heinz Glassmeier, “On the Anthropogenic and Natural Injection of Mat-
ter into Earth’s Atmosphere,” Advances in Space Research 67, no. 3 (2021), arXiv, August 29, 2020, 11,
..... 16Schulz and Glassmeier, 11.

17. Adam M. Merrill, “Aluminum,” in Mineral Commodities Summaries 2024 (Reston, VA: US Depart-
“Nickel,” 124; Joseph Gambogi, “Titanium and Titanium Dioxide,” 186; Emily K. Schnebele, “Silicon,” 160;
and Amy C. Tolcin, “Germanium,” 80.

18. Micheal W. George, “Arsenic,” in Mineral Commodities Summaries, 36; Brian W. Jaskula, “Gal-
lium,” 74; Andrew A. Stewart, “Indium,” 90; and Stephen M. Jasinski, “Phosphate Rock,” 134.
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Direct-Ascent Antisatellite Weapons

Direct-ascent antisatellite weapons are an important counterspace capability. In a
potential conflict, both China and the United States could target each other’s satel-
lites."® For example, the US military could use DA-ASAT weapons to target Chinese
military satellites, hindering China’s invasion effort and its possible long-range missile
strikes on US forces in the Western Pacific.*

The US government currently has a self-imposed testing moratorium on destruc-
tive DA-ASAT weapons and reportedly prefers nonkinetic methods to disable adver-
sarial satellites, but these weapons could prove highly effective among the available
options in a US-China conflict.*! While the US military does not have explicit DA-
ASAT weapons, the Standard Missile-3 (SM-3) has demonstrated a DA-ASAT role as
part of the Aegis Ballistic Missile Defense system. The Ground-based Midcourse De-
fense system and the Terminal High Altitude Area Defense system likely have similar
DA-ASAT capabilities.*

The mineral-intensive SM-3 uses an aluminum guidance section, a stainless steel
shell for third-stage components, and a graphite bismaleimide nose cone, which fea-
tures an underlying thin molybdenum coating and a blunted titanium nose tip.>* The
SM-3 also uses rhenium for components exposed to high temperatures.>*

For several of these minerals, the United States relies heavily on imports. For ex-
ample, in 2023 it had an estimated net import reliance of 60 percent for rhenium
and 100 percent for natural graphite, which it imports mainly from China.?> Conse-
quently, if the United States increases SM-3 production due to military expansion or

19. James A. Lewis, “Reconsidering Deterrence for Space and Cyberspace,” in Anti-satellite Weapons,
Deterrence and Sino-American Space Relations, ed. Michael Krepon and Julia Thompson (Washington, DC:

21. Ching Wei Sooi, Direct-Ascent Anti-Satellite Missile Tests: State Positions on the Moratorium,
UNGA Resolution, and Lessons for the Future (Broomfield, CO: Secure World Foundation and Swiss Exis-

Robinson, “Navy Theater-Wide Defense AEGIS LEAP Intercept (ALI)/STANDARD Missile 3 (SM-3)
Flight Test Program Overview” (presentation, 6th Annual ATAA/BMDO Technology Readiness Confer-
24. National Center for Excellence in MetalworkmgTechnology, 2003 Annual Report: Providing Met-
alworking Solutions to Enable Defense Transformation (Mechanicsburg, PA: Concurrent Technologies
25. Désirée E. Poly.é.l.l.(,.;(“}il.l.e.l’l.ii.iﬁi,;; in Mineral Commodities Summaries, 146; and Andrew A. Stewart,
“Graphite (Natural),” 84.
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munition attrition in a US-China conflict, these production lines could face disrup-
tion risks from Chinese mineral export controls or contested shipping routes.

Rocket Bodies

Rocket bodies are vital in enabling components in space and counterspace capabili-
ties, powering satellites to their appropriate orbits and DA-ASAT weapons to their in-
tended targets. A rocket body—which consists of a propulsion tank, engines, an internal
and external structure, and a guidance and control system—must withstand extreme
temperatures and pressure. Therefore, rocket bodies contain various alloys, including
minerals such as aluminum, copper, hafnium, and lithium (fig. 2).2

Propulsion tanks are commonly made of AA2219 aluminum alloy; however,
SpaceX’s Super Heavy rocket booster consists of 300-series stainless steel.?” For
rocket engines, common alloys are nickel alloys such as Inconel 600 and Inconel
718, but SpaceX’s Raptor rocket engines use a proprietary nickel alloy called
$X500.28 Wiring in rocket bodies is usually copper, while feedlines and other com-
ponents are generally made of stainless steel, aluminum alloys, and titanium al-
loys.? Lastly, rocket nozzle extensions are often made of C-103 alloy, which consists
of niobium, hafnium, and titanium.3°

26. Daniel M. Murphy et al., “Metals from Spacecraft Reentry in Stratospheric Aerosol Particles,” Pro-

29. Daniel M. Murphy et al., “Metals from Spacecraft Reentry;” 3; and Schulz and Glassmeier, 9.
30. Murphy et al., 3; and Omar R. Mireles et al., “Additive Manufacture of Refractory Alloy C103 for
Propulsion Applications” (presentation, 2020 AIAA Propulsion and Energy Forum, August 24-26, 2020,
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The United States relies on imports for these alloying elements as well, such as haf-
nium and niobium, subjecting them to the risks of supply chain disruption. Only two
US companies produce hafnium metal; consequently, some hafnium comes from
China and Russia.>* With the limited supply of hafnium metal and its soaring demand
in aerospace alloys, prices of this metal have increased dramatically, posing risks to
the downstream production of space assets.*?

Unlike with hafnium, the United States relies entirely on imports for its niobium con-
sumption.* While America imports most of its niobium from Brazil, Chinese compa-
nies have ownership stakes in Brazilian production: a Chinese consortium has a 15 per-
cent stake in Brazil’s largest niobium producer, and a Chinese company—a subsidiary of
CMOC—is the second largest niobium producer in Brazil.3> As a result, the United
States risks disruption of the mineral imports necessary to manufacture rocket bodies.

Mineral Supply Chain Risks

Russia and China, as major mineral producers, are linchpins in space asset supply
chains. For example, Russia is a major global producer of titanium sponge, and the US
government—while it has restricted imports of other Russia-produced minerals—has
partly avoided restricting imports of Russian titanium given the aerospace industry’s
dependence on this supply.*® During the Cold War, the Soviet Union was the world’s
largest titanium metal producer, and the US Central Intelligence Agency secretly pro-
cured Soviet titanium via third-party countries for Lockheed Martin when the com-
pany was building the SR-71 reconnaissance aircraft to spy on the Soviet Union.”

China has been recognized as a twenty-first century “mineral power” surpassing
the United States, with its significant access to secure mineral supplies correlated with

32. Nedal T. Nassar, Elisa Alonso, and Jamie L. Brainard, Investigation of US Foreign Reliance on Criti-
cal Minerals: US Geological Survey Technical Input Document in Response to Executive Order No. 13953
Gambogi, “Zirconium and Hafnium,” in Mineral Commodities Summaries, 204.

33. Gambogi, 205.

34. Chad A. Friedline, “Niobium (Columbium),” in Mineral Commodities Summaries, 126.

35. Abraham J. Padilla, “Niobium,” in 2018 Minerals Yearbook (Reston, VA: USGS, October 2021),
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considerable military capabilities.*® China is the world’s dominant mineral producer
and refiner and thus the key bottleneck in the mineral supply chain for space assets.
To illustrate, China’s Xinjiang Uyghur Autonomous Region produces about 45 percent
of the world’s polysilicon for crystalline silicon photovoltaic modules, whose space-
grade versions power some space assets.* State support, especially financing, to Chi-
nese mineral companies has helped China achieve this mineral dominance.

Importantly, the Chinese government financially supports not only domestic min-
eral projects but also overseas mineral projects.*’ For instance, Chinese state develop-
ment banks (China Development Bank, Export-Import Bank of China) and Chinese
state-owned commercial banks (Bank of China, Industrial and Commercial Bank of
China) have financed coal-fired power plants at the Indonesia Morowali Industrial
Park, which produces significant volumes of nickel-containing materials such as stain-
less steel.*! Ultimately, China’s influence over global production for many minerals
gives it leverage over the supply chains of US space assets.

With its high mineral import dependence, the US space industry faces the associ-
ated risks of import disruptions such as export controls, which can restrict mineral
availability and cause price volatility and which has stymied the production of US
space assets. For example, China imposed export controls on gallium, germanium,
and graphite in 2023, which significantly decreased these exports.*> These minerals
are used as inputs in space assets: gallium is used in semiconductors and aerospace
applications; germanium is used in semiconductors as well as solar cells for satellites;
and graphite is used in batteries, powdered metals, and refractory applications.*?

US supply chains also face import disruption risks from other variables as well, in-
cluding natural disasters, host government issues, and contested shipping routes. For
instance, the attacks by Houthi rebels in Yemen on commercial ships transiting the Red
Sea in late 2023 and early 2024 disrupted downstream supply chains such as automotive

38. Gregory Wischer and Morgan Bazilian, “The Rise of Great Mineral Powers,” Journal of Indo-Pacific
39. Laura T. Murphy and NyrolaEhma, In BroadDaylzghthghur Forced Labour and Global Solar
Supply Chains (Sheftield, UK: Helena Kennedy Centre for International Justice, Sheffield Hallam Univer-
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factories in Europe.** In the extreme case, a US-China conflict would severely disrupt
mineral imports from Japan and South Korea, two refining powerhouses on which the
United States heavily relies.* Hence, mineral import dependence creates supply chain
risks to the production of US space assets, especially as the United States seeks to in-
crease its space capabilities.*®

Mineral import dependence also creates price risks to the US commercial space in-
dustry, which has become integral to US military space activities.*” Import disruptions
can restrict mineral availability in the United States, increasing mineral prices. Indeed,
US space companies have noted the negative impact of high prices on their operations,
such as when China restricted rare earth element exports in the early 2010s.**

A US Bureau of Industry and Security survey as early as 2014 found that the sec-
ond leading issue for US operations related to titanium—a key mineral in space as-
sets—was price volatility, with one titanium-related distributor saying costs can vary
by 20 percent.® Further illustrating the importance of cost in manufacturing US space
assets, SpaceX selected stainless steel instead of carbon fiber for the structural material
in the Starship partly due to stainless steel’s lower cost.>

44. Paul Wiseman and Mae Anderson, “Attacks on Ships in the Red Sea Are Disrupting Global Trade.

46. Tucker, “Chinese Space”
47. Micah Maidenberg and Drew FitzGerald, “Musk’s SpaceX Forges Tighter Links with US Spy and

48. Bureau of Industry and Security (BIS), US Space Industry ‘Deep Dive’: A Collaboration between the
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In addition, the lack of alternative mineral suppliers and mineral substitutes exac-
erbates supply risks for manufacturing US space assets. Military space applications
require high-purity minerals from qualified suppliers, and transitioning to and certi-
fying new suppliers can take up to 10 years, according to the Aerospace Industries
Association.>' Substituting limited availability minerals with readily available or
cheaper minerals can compromise the effectiveness and safety of the space asset.>
Given the highly demanding environment of space, such performance declines can
render space assets inoperable.>® In short, finding alternative mineral suppliers would
likely cause manufacturing delays, and substituting different minerals would poten-
tially cause performance declines in the space assets.

US Policy Options

To mitigate import disruption risks to the supply chains of US space assets, the US
government should adopt the following policies: stockpile minerals vital to US space
assets; provide concessional financing for US space companies to sign long-term, fixed-
price mineral offtake agreements; and impose environmental and labor tariffs on min-
eral imports produced in countries that do not adhere to equivalent US E&L standards.

Mineral Stockpiling

First, the US government should stockpile minerals necessary in US space assets to
mitigate mineral supply constraints and price volatility. In contrast with other indus-
tries like the automotive industry, the US space industry relies on smaller volumes of
highly specialized materials.>* Smaller demand enables easier stockpiling as smaller
volumes would need to be acquired and stored. When limited mineral supplies or
high mineral prices threaten to disrupt the production of US space assets, the govern-
ment could sell stockpiled minerals to US space companies at fixed prices. China sim-
ilarly sells stockpiled minerals to its strategic sectors, like the power sector, when high
mineral prices threaten downstream production.

The proposed stockpile would serve both strategic and economic purposes, similar to
China’s mineral stockpile.® While the US government currently employs the National

51. Aerospace Industries Association, Securing the US Aerospace and Defense Critical Minerals Supply

53. Jones and Skorupa, 1.
54. Aerospace Industries Association, “Securing the US Aerospace,” 2.
55. Mai Nguyen and Min Zhang, “China to Release Copper, Aluminium and Zinc Reserves to Stabilise
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Defense Stockpile, which contains many types of minerals, it is used for strategic—not
economic—purposes, intended to reduce supply chain risks to the United States in the
event of a national emergency, like a military conflict.’” The National Defense Stockpile
is prohibited from being used as an economic stockpile that sells minerals when prices
are high and purchases minerals when prices are low.*® Therefore, a new mineral stock-
pile specific to space assets and separate from that reserve should be created.

With the lack of US refining capacity for some minerals, the government would need to
stockpile highly refined metal products that US space manufacturers could incorporate
into their manufacturing lines without extensive processing. The relatively small mineral
demand of individual space companies does allow some companies to undertake smaller
batch refining operations. For example, SpaceX, which has its own metallurgy team and
foundry, produces its proprietary SX500 alloy for the Raptor rocket engines.>

Nonetheless, most US space companies do not have the resources available to SpaceX;
thus, the US government should stockpile highly refined metal products that could be
integrated into manufacturing lines absent considerable processing. To mitigate the in-
dustry’s limited access to refining capacity, the government should also consider how it
can help companies procure the necessary processing equipment and technology to con-
vert minerals into metals and chemicals for manufacturing space assets.

Concessional Financing

Second, the government should provide concessional financing for US space com-
panies to sign long-term, fixed-price mineral offtake agreements.®® This means that
the mineral producer would agree to sell the space company a certain volume of the
minerals at a set price over a specific time frame to attenuate mineral supply con-
straints and price volatility. US space companies sometimes face limited mineral avail-
ability and higher mineral prices due to other industries’ larger demand and produc-
tion cycles. For instance, the 2014 survey on titanium found that industry players
expected the increased production of the Boeing 787 aircraft and Airbus A350 aircraft
would increase titanium prices and lead times.*!
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Likewise, a US space company in 2012 said it faced limited availability of carbon
graphite due to competing demand from the production of the A350 and A380 air-
craft.® In a competitive global market with high mineral demand, long-term offtake
agreements at fixed prices could help secure minerals for the US space industry.

To further strengthen US mineral supply chains, government financing of offtake
agreements should require borrowing space companies first to source domestically
produced minerals if domestic supplies are available and then source foreign-pro-
duced minerals from geopolitically aligned countries. Critically, if the ofttake agree-
ments are signed with production facilities in East Asia, such as Japan and South Ko-
rea, these mineral supplies could be disrupted by US-China military tensions and a
US-China conflict; therefore, the US government should condition the financing of
offtake agreements with production facilities in East Asia on the desired materials not
being produced in other partner countries such as Canada.

Lastly, mineral producers may prefer floating-price contracts over fixed-price contracts
because they expect mineral prices to increase over the long term, but these producers also
prefer long-term agreements due to guaranteed long-term revenue. Thus, mineral produc-
ers should be amenable to long-term, fixed-price mineral offtake agreements.

While the US government has not provided financing to companies to sign ofttake
agreements with mineral producers, the government has signed offtake agreements
directly with mineral producers before. For example, in 1951, the US government con-
tracted with the Calera Mining Company “for the purchase of 6.5 million pounds of
cobalt-nickel alloy containing not less than 93 percent cobalt and not more than 7 per-
cent nickel at a fixed premium price,” from a mine in Lemhi County, Idaho.®* Addition-
ally, while uranium is not considered a critical mineral—which is defined as a nonfuel
mineral—the US government has also directly procured domestic uranium ore.5

Regarding the structure of the proposed policy, one existing program that holds
some similarities is financing from the US Export-Import Bank, which provides fi-
nancing to foreign buyers of US goods. With the proposed policy, the US government
would similarly provide financing to US space companies buying critical minerals.

Environmental and Labor Tariffs

Third, the US government should impose E&L tariffs on mineral imports produced
in countries that do not adhere to equivalent US environmental and labor standards.
Minerals produced in countries with lower standards have lower costs than minerals
produced in the United States, which has strict regulations regarding waste manage-
ment and carbon emissions. Such tariffs would oftset this unfair cost advantage and

62. BIS, Deep Dive, 39.
63. Joseph H. Bilbrey Jr., Colbalt: A Materials Survey, Information Circular 8103 (Washington, DC: US
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incentivize US space companies to source minerals primarily from the United States
and secondarily from partner countries, such as Australia.

The government should also ban mineral imports produced in a manner suspected of
violating environmental protections and labor rights. For example, the Uyghur Forced
Labor Prevention Act already in place seeks to prevent goods made with forced labor in
China’s Xinjiang region from entering the United States.®® The US government should
seek to do the same for minerals regarding environmental and labor practices in other
regions. For instance, it should aim to prevent nickel and cobalt produced in Indonesia’s
Sulawesi Island and North Maluku from entering the United States due to environmen-
tal abuses.®® Imposing tariffs for environmental and labor reasons has better chances of
garnering bipartisan political support. Ultimately, E&L tariffs and import bans should
incentivize US space companies to source minerals domestically and from partner coun-
tries with high environmental and labor standards.

Conclusion

US space assets are mineral-intensive. Satellites, DA-ASAT weapons, rocket bodies, and
other assets all require substantial volumes and various types of minerals. But the supply
chains for minerals vital in US space assets face risks of mineral import disruptions such as
export controls and interrupted shipping lanes. Such import disruptions can restrict min-
eral availability and cause price volatility, negatively impacting the production of US space
assets. These conditions could prove particularly detrimental to the US military in a con-
flict with China, which itself is a major supplier of minerals to the United States.

To help mitigate risks to these vital mineral supply chains, the US government with
the US Space Force as the primary coordinator should stockpile minerals critical to
US space assets; provide concessional financing for US space companies to sign long-
term, fixed-price mineral offtake agreements; and impose E&L tariffs on mineral im-
ports produced in countries that do not adhere to equivalent US E&L standards. Such
secure access to sufficient mineral volumes is critical for accelerated and uninter-
rupted production of US space assets and the preservation of US space leadership. &

65. An Act to Ensure That Goods Made with Forced Labor in the Xinjiang Uyghur Autonomous Re-
gion of the People’s Republic of China Do Not Enter the United States Market, and for Other Purposes,
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Tec/malagx, Sacietz, and War .

EMERGING LAWS

FORAIFACIAL ALSoN LAwLor RUSSELL

The explosive growth of facial recognition technology has exceeded the ability of existing
legal frameworks related to privacy around the world to adequately safeguard individuals
and human rights. Laws governing the use of this technology and collection of biometric
information range from nonexistent in some countries to robust in others, and in some
cases, these laws favor nondemocratic regimes and threaten individuals’ privacy. At this
critical juncture, the United States should work with its Allies and partners to establish and
promote norms protecting human rights as governments and the private sector take ad-
vantage of this increasingly robust technology.

nnovation and technological development proceed much faster than policy or

norm development, and it can be a challenge for decisionmakers to modernize leg-

islation to keep pace with social and technological changes. The adoption of a new
technology, in the field of biometrics for example, leads to new practices. New laws
may be implemented alongside new technologies, which in turn may affect norms and
expectations of surveillance and privacy. With the rise of artificial intelligence (AI) and
surveillance technologies, many governments have invested in and implemented facial
recognition surveillance technology for a variety of reasons, such as public safety,
pandemic-related policies, counterterrorism efforts, and domestic control.

Since 2016, there has been a dramatic increase in the use of such surveillance tech-
nologies, and it is unclear what laws and policies are being created to govern their use
and the use of other biometric data, particularly in regard to privacy and human
rights. In recognition of this, the UN High Commissioner for Human Rights called for
a moratorium in 2021 on the use of artificial intelligence and facial recognition in
public spaces until safeguards for rights are established.’

Dr. Alison Russell is the chair and associate professor of the Political Science & Public Policy Department and the
director of the international studies program at Merrimack University, Massachusetts. She is the author most re-
cently of Strategic A2/AD in Cyberspace (Cambridge University Press, 2017).

1. Office of the High Commissioner for Human Rights, The Right to Privacy in the Digital Age: Report
of the United Nations High Commissioner for Human Rights, A/HRC/48/31, United Nations (website), Sep-
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Emerging Laws and Norms for AI Facial Recognition Technology

Facial recognition technology impedes on individual privacy, which is a human right
that includes privacy of one’s information and from observation, the moral values of au-
tonomy—where an individual can make choices consistent with their sense of self, not
because they are being monitored and perhaps threatened with punishment—and pri-
vacy for personal projects and plans. Collective privacy maintains a power balance be-
tween the state and society, particularly in liberal democratic regimes.

The impact of surveillance technology’s global proliferation on laws and norms
concerning privacy and human rights presents a new dimension for how technology
adoption and risk are considered. As new laws are constructed, new norms will also
emerge in international law applicable to cyberspace and technology.

By examining the use of Al facial recognition technology (FRT) by individual
countries, this article observes how different states approach their obligations regard-
ing privacy and human rights and looks for patterns or trends that may impact global
norm development for this technology. An analysis of emerging FRT laws and policies
in various countries finds both democratic and nondemocratic nations are approach-
ing the technology in a number of different ways, with some adopting laws to govern
the use of this technology.

At the same time, many countries, regardless of government type, have yet to adopt
such laws, and it is unclear if and when they will. Current laws that protect human
rights and privacy are thus insufficient to address critical aspects of this technology.
Further, and critically, democracies that have failed to create laws and policies protect-
ing citizens from FRT have promulgated legal voids in a similar manner as nondemo-
cratic regimes that seek to protect those in power.

Methodology

This article employs a comparative approach to answering the main questions and
investigating the conditions that may contribute to countries adopting laws that re-
strict privacy and expanding the use of facial recognition technology. Nineteen coun-
tries plus the European Union (EU) were selected to represent diversity in regime type
(democracies and nondemocracies), geographic location, and population size.

This research is primarily focused on national laws that govern the state’s use of
FRT, but where possible, it also collects data on how this technology is being used
within the countries and any restrictions of private-sector use of the technology. In
addition, it is noted when countries regulate 1:1 and 1:N FRT differently. With 1:1
FRT, a subject’s photo is matched to a specific image in a database to determine if the
images are of the same person and is frequently used by applications for authentica-
tion or verification during a login process. In contrast, 1:N FRT is used to compare the
subject’s photo to multiple images in a database to see if any of them are a match.”

This research is concerned with Al facial recognition technology legislation since
2016. That year is not a decisive turning point, but rather an approximate midway
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point in the recent global development and proliferation of FRT. Facial recognition
technology using Al in social media began in 2010 with Facebook allowing users to
tag and identify people in photos, and use of the technology accelerated from there.
The iPhone X, released in 2017, used FRT to unlock the phone, thereby bringing this
technology into the daily lives of people.?

The year 2016 was selected as a reference point because while AI FRT was still rela-
tively new at that time, it had been in existence long enough for governments to ex-
periment integrating it with existing practices as well as to begin considering the legal
implications of it. For example, in 2011 the Federal Bureau of Investigation launched
the FRT component of its Next Generation Identification Interstate Photo System
(NGI-IPS) with a database of over 10 million images. In 2016, the Government Ac-
countability Office revealed that the NGI-IPS also gained access to and included over
400 million noncriminal civilian images in its database. By 2019, the database had
over 640 million images.*

Many countries have data protection laws that were passed in the late 1990s and
early 2000s. Yet laws created in that time period are less likely to address concerns that
are relevant for the way FRT is deployed in the public and private sector today. Specifi-
cally, most do not address the wide-scale use of biometric data collection and Al the
need for oversight, or the requirements for storage and protection of sensitive biomet-
ric data, such as fingerprints, iris scans, and facial images.

As the technology evolved into the 2010s and beyond, there was a growing recog-
nition of the capabilities of Al-enabled FRT and the legislative measures that might be
needed to regulate its use. The COVID-19 pandemic and the use of this technology to
enforce lockdown measures in many countries accelerated the use of Al-enabled FRT
and the public’s awareness of it.

Additionally, the technology has also evolved, further surpassing previous limita-
tions of machine-learning models, which struggled with effectiveness when using
large databases. These limitations have been overcome by FRT models that harness
deep learning and make them more effective with larger databases, including models
that scrape vast numbers of images from social media and the internet as a whole.®> As
this technology has advanced, so too have the efforts of activists and lawyers who are
concerned with its impacts on privacy, democracy, and human rights.

3. “A Brief History of Facial Recognition,” NEC (website), May 12, 2022, https://www.nec.co.nz/.

5. FACIA, “Face Matching”
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Emerging Laws and Norms for AI Facial Recognition Technology

Country Studies

Argentina

In Argentina, city, state, and federal legislatures coexist and sometimes contradict each
other. Argentina’s federal law on data protection, enacted in 2000, fails to consider Al
FRT, other biometric data, or the collection of other sensitive personal data.® In 2019,
Buenos Aires implemented the Fugitive Facial Recognition System, but it was suspended
in 2020 during the COVID-19 pandemic due to reduced effectiveness with masked faces.”

In September 2022, a trial judge declared this system unconstitutional because of
the privacy risks it posed. Specifically, the judge found that the rights to privacy, inti-
macy, and data collection have collective relevance in the context of public surveil-
lance and law enforcement. The court prohibited the operation of the Fugitive Facial
Recognition System until the control and oversight mechanisms required by law are
put in place.® Other cities currently have plans to move ahead with different facial rec-
ognition systems.’

Australia

In Australia, the government and civil society use facial recognition technology
widely. There are limited restrictions on it and no Al-specific legislation. The pro-
posed Identity Verification Services legislation calls for the curtailing of 1:1 FRT, such
as those employed by apps for authentication during the login process. It does not reg-
ulate the use of biometric information and identity matching that falls outside of the
scope of the legislation, such as 1:N FRT that is already in widespread use.'’ New leg-
islation to regulate the “high-risk” usage of Al such as in law enforcement or hiring
practices, while minimizing restrictions on “low risk” usage, such as with chatbots, is
under consideration.*

6. Carolina Caeiro, Regulating Facial Recognition in Latin America (London: Chatham House, Novem-

8. Badillo; and Juzgado de 1ra Instancia en lo Contencioso Administrativo y Tributario No 4 Secretaria
N°7 Observatorio de Derecho Informatico Argentino O.D.IA. y Otros contra GCBA sobre Amparo — Otros

11. Phil Mercer, “Australia Outlines Plan to Manage the Rise of Artificial Intelligence,” VOA [Voice of
America], January 17, 2024, https://www.voanews.com/; and Government Response to the Privacy Act Re-
view Report (Barton, Australia: Australian Government, Attorney General’s Department, September 28,
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Russell

Belgium

Belgium banned the use of facial recognition and other biometrics-based video
surveillance technology by the private sector for nonpolice use in 2018."* Yet there are
no laws that govern the use of FRT by the government. There has been public debate
and demands by human rights groups to regulate the government’s use of facial recog-
nition technology, but legislation has not been passed yet."

Brazil

Brazil’s General Data Protection Law makes data protection a fundamental right in
Brazil, but it does not apply to data collection carried out for the purposes of public
safety, national security, and defense or for investigation or prosecution of criminal
offenses.'* There have been several federal commissions formed to advise on the draft-
ing of a bill to regulate Al as well as civil-society led demonstrations against the use of
FRT in public spaces. The existing national legislation enshrines the right to privacy,
so any future discussions and legislation on FRT will be grounded in the General Data
Protection Law and protection of constitutional rights.">

Canada

Canadian law requires express opt-in consent for the use of FRT by private compa-
nies. Privacy regulators have called for more national legislation to regulate the use of
this technology in Canada, as some laws are local or provincial. New legislation that
addresses the shortcomings of Bill C-27, which includes the Consumer Privacy Pro-
tection Act and the Artificial Intelligence and Data Act, is before the Canadian parlia-
ment for consideration in 2024. Yet privacy experts charge that the proposed amend-
ments to the existing legislation are inadequate because they not only fail to provide
special protections for biometric information, but they also do not flag biometric data
as “sensitive information” or define sensitive information at all.'®

15. Caeiro, Regulating Facial Recognition.
16. Howard Solomon, “Proposed Privacy, AI Legislation Doesn’t Limit Business Use of Facial Recog-
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Emerging Laws and Norms for AI Facial Recognition Technology

China

China is the most surveilled country in the world and helped to fuel the explosion
of facial recognition technology globally. In August 2023, the Chinese government
issued rules to oversee the management of FRT. The Cyberspace Administration of
China stated that FRT can only be used when there is a specific purpose and necessity
and must be accompanied by strict protective measures. The Cyberspace Administra-
tion states biometric data should only be used with the individual’s consent and other
nonbiometric means of identification should be used when they are equally effective.!”
FRT should be reserved for the purpose of maintaining public safety, although there
are circumstances in which administrative use of this technology does not require in-
dividual consent.'®

This law attempts to protect citizens from capitalist surveillance but does not re-
strict the use of government surveillance or use of FRT on the general population. It
also encompasses broad exceptions for national security and public safety. Overall, it
enables a continued state of surveillance and overt government exceptionalism to re-
strictions on individuals’ privacy, but it also grants individuals new rights to protect
their privacy and personal data from businesses that stand to profit from them."

European Union

In December 2023, the EU agreed to new rules to regulate the use of Al and bio-
metric surveillance. The regulations are being hailed as a regulatory breakthrough and
a global standard.?® According to the new agreement, governments can only use real-
time biometric surveillance in public spaces in certain circumstances, such as “the
prevention of genuine, present, and foreseeable threats . . . and searches for people
suspected of the most serious crimes.” The indiscriminate scraping of facial images
from the internet or closed-circuit television (CCTV) is prohibited, and consumers

“would have the right to launch complaints and receive meaningful explanations.”*!

17. “Provisions on Security Management in the Application of Facial Recognition Technology (Trial)

21. European Commission, Proposal for a Regulation of the European Parliament and of the Council
Laying Down Harmonised Rules on Artificial Intelligence (Artificial Intelligence Act) and Amending Cer-
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The European Parliament voted on the final legislation in March 2024, which will en-
ter into force in summer 2024.%2

France

In March 2023, France passed a controversial law to allow police to use surveillance
cameras and Al for public safety ahead of the 2024 Olympics. The law allows law en-
forcement to identify threats “such as dangerous crowd movements and unattended
bags,” but facial recognition technology is not permitted.?* France’s new law varies in
certain ways from the EU’s new AI Act, so there may be a potential clash between EU
and French laws.**

India

India does not have laws that directly govern the use of facial recognition technology,
as the Personal Data Protection Bill of 2019 and Information Technology Act of 2000 do
not address it.> AI FRT is used in many parts of the country to solve crimes. The gov-
ernment is promoting a “smart cities” approach through the use of drones, AI-enabled
CCTYV, and FRT that appears to enjoy support across the political spectrum.

In 2022, the Criminal Procedure (Identification) Act took effect, expanding the
government’s authority to collect biometric and behavioral data for people who are
arrested, have court dates, or are convicted criminals. India’s National Crime Records
Bureau is looking to build one of the largest facial recognition systems in the world. It
seeks to create a database of “mugshots of criminals, passport photos, and images col-
lected by agencies such as the Ministry of Women and Child Development,” that
could be matched to images from CCTV cameras across the country.”’

22. Caitlin Andrews, “European Parliament Approves Landmark AI Act, Looks Ahead to Implemen-

23. Relatif aux Jeux Olympiques et Paralympiques De 2024 - (N° 809) [Relating to the 2024 Olympic
and Paralympic Games - (No. 809)], Amendment No. CL400, National Assembly of the Republic of France,

26. Jain.
27. Julie Zaugg, “India Is Trying to Build the World’s Biggest Facial Recognition System,” CNN, Octo-
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Emerging Laws and Norms for AI Facial Recognition Technology

Israel

In September 2023, the Israeli government received cabinet approval for its bill to
place FRT cameras in public places during events, such as protests, as long as a police
officer is convinced it does not amount to the “undue invasion” of any individual’s pri-
vacy.?® The legislation allows for the use of facial recognition cameras and their data
“to prevent, thwart, or uncover serious crime” and the individuals involved.*

Human rights organizations, such as Amnesty International, have alleged that Is-
rael is increasingly using FRT to surveil and track movements of Palestinians in the
West Bank and East Jerusalem.

Since the attacks on October 7, 2023, the Israeli military has used an expansive fa-
cial recognition program to search for hostages taken by Hamas, track Palestinians in
Gaza, and identify anyone with ties to Hamas or other militant groups. Yet the pro-
gram has, at times, wrongly identified civilians as militants. The Israeli Defence Forces
does not dispute the use of the mass surveillance program but states it is carrying out

“necessary security and intelligence operations.”*

Japan

Japanese technology is often at the forefront of innovation, and FRT is widespread in
Japan. With the addition of its new extension, Osaka Station has been billed as the most
high-tech train station in the world, with a trial for facial recognition scans for passenger
entry underway. In other parts of Japan, drone delivery of medicines is being tested with
FRT embedded to verify that an authorized person receives the delivery.!

Japan recognizes facial features as biometric data that are protected by the Personal
Information Protection Code, which requires consent of the individual. But in prac-
tice, the private sector uses facial recognition cameras in large areas where consent of
every individual is not possible and police have access to the data.** It appears Japan
does not have any legal requirements concerning the handling of facial recognition
data, except that FRT must be accompanied by a public notice of the purpose of the
data, or notification of the subject whose information is being collected.??

28. Josh Breiner, “Israeli Gov’t Pushes Bill for Facial Recognition Surveillance Cameras in Public
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Myanmar

In Myanmar, surveillance technology was adopted without public consultation and is
used to identify people and license plates. There are over 300 Al-equipped surveillance
cameras that are capable of facial recognition across the capital city as part of the Safe
City Initiative. National law requires the collection of biometric data when purchasing a
smartphone, leading to the creation of a national database on biometric data.>*

Russia

Russia’s Law on Personal Data protects information related to an identifiable per-
son and requires consent of the individual for the collection of biometric data through
facial recognition technology. Yet laws on public security and crime prevention, such
as the Law on Experimenting with Artificial Intelligence, provide exceptions to this
requirement for consent, rendering it ineffective. According to human rights activists,
the law does not provide any mechanisms for judicial or public oversight for surveil-
lance collection and technologies and therefore lacks appropriate or sufficient guard-
rails to prevent the misuse of the technology and data.?

Human rights organizations assert that facial recognition technology is widely used
throughout Russia with no regulation, oversight, or data protection. Furthermore,
Russian authorities have begun to implement silhouette recognition technology in
instances when the face is not visible. The lower house of the Duma passed legislation
in December 2022 that set up a legal framework for collection, storage, and manage-
ment of biometric data and outlawed the forceful collection of biometric data—face
and voice—from any individual.*®

South Africa

Facial recognition technology is legal, widespread, and largely unregulated in
South Africa. In February 2021, the constitutional court of South Africa found the
Regulation of Interception of Communications and Provision of Communication-
Related Information Act of 2002 to be unconstitutional because it failed to provide
adequate safeguards to protect the right to privacy.>’

34. Katya Pivcevic, “Police Facial Recognition Use in Belarus, Greece, Myanmar Raises Rights, Data

37. Amabhungane Centre for Investigative Journalism NPC and Another v Minister of Justice and
Correctional Services and Others; Minister of Police v Amabhungane Centre for Investigative Journalism
NPC and Others CCT278/19 & CCT279/19, Constitutional Court of South Africa, February 4, 2021,
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In May 2021, South Africa’s Department of Home Affairs drafted an identity man-
agement policy to grant police “unfettered access” to citizens” biometric data without a
court order. The policy proposed that all biometric data of all citizens should be cen-
tralized in a database and that an automated biometric identification system be cre-
ated, but South Africa does not have any laws regulating police use of facial recogni-
tion software or related surveillance technology.>®

South Korea

South Korea has promoted facial recognition technology through its ministries and
local governments in recent years but does not appear to have laws or policy providing
its oversight or regulation. In January 2023, the National Human Rights Commission
of Korea warned against the dangers of implementing FRT without legislative regula-
tions in place and asked the speaker of the National Assembly to delay the implemen-
tation of this technology in public institutions until a law is created.*

The commission recommended to the prime minister that all real-time FRT in
public spaces be suspended until relevant laws are created to protect privacy and hu-
man rights. Additionally, the commission recommended that real-time facial recogni-
tion should be generally prohibited, except in extraordinary circumstances “based on
clear and imminent public interest . . . such as searching for missing children”*

United Arab Emirates

The United Arab Emirates (UAE) passed a law in February 2021 allowing the use of
facial recognition technology in certain private and government sectors to verify the
identity of individuals and reduce paperwork.* This legislation came after several
emirates implemented policies using FRT. In 2021 the UAE implemented a national
digital identity and solutions system for citizens and residents, called the “UAE Pass,”
that uses facial recognition and smartphones to provide government services.*

38. Ayang Macdonald, “South Africa’s Proposed New Biometrics Policy Meets Sharp Criticism,” Bio-

40. Chai.
41. Federal Decree-Law No. 45 of 2021 regarding the Protection of Personal Data (‘the Law’) [United
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United Kingdom

Facial recognition has been controversial in the United Kingdom for years. There is
no specific facial recognition law in the UK, but the Data Protection Act of 2018 es-
tablishes some responsibilities surrounding its use.** In 2020, a British court ruled
that the use of FRT to create a watchlist for the South Wales police force was unlawful
and violated the human rights of the people whose data was collected and outlined
issues that would need to be addressed for it to be lawful.* Privacy and civil liberty
groups, experts, and lawmakers have called for a ban on live or real-time FRT in the
UK, particularly in public places, because they claim it infringes on human rights and
privacy.*

United States

The United States does not have federal laws governing the use of FRT, so some
states, cities, and counties have developed their own, creating a patchwork of laws
throughout the country. Twenty of the 42 federal law enforcement agencies use FRT.
The majority of US states do not have restrictions on its use, but thirteen states do—
Washington, Vermont, Maine, Virginia, New York, California, New Hampshire,
Oregon, Utah, Massachusetts, Illinois, Texas, and Colorado—although these laws
vary on whether they prohibit or regulate government or private sector use of FRT.

Cities such as Portland, Oregon and Baltimore have banned commercial use of this
technology, while Portland and other cities, including Boston, San Francisco, and New
Orleans, have enacted full bans on governmental use of FRT.“® There have been several
proposals in the US Congress to regulate the use of FRT, but none have gained enough
support to move forward.*’

Venezuela

Venezuela does not appear to have any laws or regulations pertaining to facial recog-
nition technology or data protection. The Venezuelan government engages in robust
surveillance activities and lacks independent oversight of the state’s surveillance of citi-
zens. The Maduro regime requires participation in government surveillance and data
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collection programs to access government services and subsidies, including a virtual
wallet to receive pension payments that is integrated with a biometric payment system
operated by Banco de Venezuela.*® Facial recognition technology is used by the govern-
ment, police, banking, and in transportation, such as at airports and on trains.*

Zimbabwe

Zimbabwe also engages in robust surveillance activities yet does not have laws to
specifically regulate or limit the use of FRT. Facial recognition technology is being
used by government, police, banking, and transportation sectors, such as for buses,
trains, and airports.>® There are no laws that limit or restrict surveillance activities,
and FRT is not covered under the Interception of Communications Act (2007), the
legislation that legitimized surveillance in Zimbabwe.>' A data protection law passed
in 2021 has been criticized for having multiple shortcomings, while the government
maintains that the purpose of surveillance and FRT is to ensure the safety of citizens.>?

Analysis

An analysis of these 20 countries’ regulation of facial recognition technology re-
veals some countries are making more progress toward regulation than others. Table 1
outlines and summarizes the country-by-country analysis based on the qualitative
data presented in the previous discussion. It also incorporates data on the level of
democratic governance and more specific information on FRT laws. The table data
reflect the presence of national laws or judicial decisions regarding FRT since 2016
and whether these mechanisms protect individual privacy from the government or
private sector, prohibit real-time 1:N systems that can be used for mass surveillance—
with limited exceptions, such as missing children—or prohibit the scraping of images
on the internet to build the database.

The table also shows the presence of meaningful oversight of the use of FRT and
whether the new laws provided substantial limitations and oversight of state surveil-
lance and provided avenues of recourse for individuals. It includes data on how demo-
cratic the government is in each country, as assessed by Freedom House in its annual
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Freedom in the World report. For the EU, the average democracy score of its members
is presented in the table.>®

Each factor—other than democratic governance—was assigned a score based on a
yes/no answer; if the answer was “yes” then the country received a 1, and if the answer
was “no” then it received a 0. The exception to this was the United States, which was
the only country to receive a partial score (0.5) for presence of national laws on FRT
because of the stringent laws in some parts of the country but the dearth of national
laws overall. A higher score indicates that the country has taken more measures to
protect individuals’ privacy from potential abuses using FRT, whereas a lower score
indicates fewer national laws to protect individuals’ privacy from potential abuses.

53. Freedom in the World 2023: Marking 50 Years in the Struggle for Democracy (Washington, DC:
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The data in table 1 capture a wide variety of legislative, policy, and legal positions
around the world. Fifteen out of 20 countries had new legislation or legal rulings per-
taining to the use of biometric and/or facial recognition technology. The major av-
enues for state regulation of FRT appear to be no legislation at all; legislation regulat-
ing private sector use of the technology; or legislation determining government use of
the technology, including requiring citizens to use it in order to access state services,
such as with Myanmar and Venezuela.>*

Most countries have older data protection laws, but they are usually insufficient for
protecting the biometric data used in FRT, thereby prompting the creation of new
laws. New legislation grapples with at least five different areas of concern. First, regu-
lating government use of FRT frequently addresses who can use this technology, un-
der what circumstances it can be deployed, and what type of capabilities are permis-
sible. For instance, 1:1 FRT has very different implications than 1:N, and the
implications of real-time FRT surveillance differ from those concerning FRT deployed
on recorded or delayed surveillance recordings.

Second, the legislation typically addresses the extent of government use of the tech-
nology and may establish oversight mechanisms and systems of redress; however, the
effectiveness and meaningfulness of this oversight varies significantly in each country.
Third, how the database of images is constructed is an issue for legislative concern.
Some FRT companies scrape images from the internet and social media to create the
largest possible database but cannot gain the consent of the people whose images are
included. Others construct databases of known persons of interest and limit searches
to just these individuals; however, it is important to have oversight and clear criteria
for adding individuals to the database to prevent misuse and abuse.

Fourth, storage and protection of databases of biometric data is also an issue for legisla-
tion so that the data cannot be stolen or illegally manipulated. This is particularly impor-
tant as the data may be stored for decades. Fifth, legislation varies in addressing the scope
for FRT use in society. Many existing laws do not address potential for public-private part-
nerships between governments, particularly law enforcement. Moreover, private security
companies may own and operate cameras and provide data to the government. Many laws
are not specific enough on the issue of scope.

There are interesting trends in the differences in legislation between democratic
and nondemocratic countries. The countries that have passed legislation to protect
privacy rights and human rights have all been democracies. The EU scored the highest
in this study, followed by France and Canada; these democratic entities have priori-
tized protection of privacy and human rights and enacted laws to support them.

Yet some of the countries with the lowest scores—including Australia and the
United States—are democracies that have not yet passed legislation to regulate FRT.
The absence of laws creates a legal void similar to what is seen in nondemocratic
countries that have chosen not to regulate FRT. Authoritarian or nondemocratic

54. “Venezuela: Freedom on the Net”; and Pascu, “Myanmar”
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regimes have tended to pass legislation that protects the regimes’ interests in using
FRT and stymies legal challenges to it.

The lowest scoring countries were Argentina, Australia, India, Israel, Japan, Myan-
mar, South Africa, South Korea, UAE, the United States, Venezuela, and Zimbabwe.
There are several reasons that these countries scored so low, particularly among democ-
racies. For some countries, cultures of privacy focus on communalism instead of indi-
viduals, thus diminishing the expectation of protection of individual privacy rights.
There may also be economic goals of becoming industry leaders or pioneers in the uses
of FRT, such as with Japan’s Al FRT drone delivery system.>® For others, the challenges of
passing national legislation in large, diverse countries present significant difficulty and
may require more time or a piecemeal approach across different jurisdictions.

In Australia and the United States, the citizenry are having robust debates over FRT
and legislative efforts underway to regulate its use, but national governments have yet
to pass legislation on the issue.*® In the United States, several cities and states have
passed legislation that curtails or bans the use of FRT, but there is no federal law, and
the majority of the country is not covered by any particular legislation.>” For some
countries, such as Israel, the presence of ongoing conflict and national security con-
cerns appears to outweigh the protection of privacy rights.’® And finally, some regimes
are more authoritarian in nature and do not seek to protect their citizens’ privacy
rights in a robust or meaningful way.

Recommendations

The use of FRT and legislation governing it vary widely in intent and implementa-
tion around the world. Facial recognition technology laws are built upon existing
norms of privacy and human rights, but they also provide an opportunity for each
country to decide if it will continue on the same trajectory or diverge onto a different
path. Nearly every country examined had evidence of popular protest or legal chal-
lenges against the use of FRT systems, indicating that regardless of country or legisla-
tive framework, people want their privacy and human rights protected.

This research found there is not yet a meaningful distinction between the rate of
legislative actions of democracies and nondemocracies. Some democracies have ad-
opted robust laws to govern this technology, but many others have not yet—and some
do not appear to be likely to do so anytime soon. When democracies have passed leg-
islation, they have acted to protect their citizens’ privacy and human rights and make

55. McConvey, “Trains, Drones and Robotic Feels.”
56. Field, “Facial Recognition”
57. Skye Witley and Andrea Vittorio, “Facial Recognition Software Is Everywhere, with Few Legal Limits,”
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government surveillance more difficult or require greater oversight. Europe appears to
have the greatest momentum for passing legislation to protect individuals’ rights, with
the passage of the new EU legislation and preexisting laws in France and Belgium.
Canada and Australia have also taken significant steps in this direction.

In every country examined, FRT was implemented before legislation and policy were
developed to regulate its use. Prior legislation that regulated collection of data and privacy
was typically insufficient for the collection of biometric data and lacked the legal oversight
mechanisms many countries sought. Concerns about privacy and human rights have been
raised in almost every country in this study. Yet some have acted swiftly to address con-
cerns, while others have moved rapidly to embrace the technology and expand its use. It
may be too early to tell how FRT will impact global norms for privacy. It is clear, however,
that countries are embracing FRT in different ways, and individual countries are intention-
ally choosing different approaches to regulating it. These approaches likely reflect eco-
nomic goals as well as norms and expectations of privacy and government regulation.

These findings are relevant for senior military and civilian leaders because they
provide an opportunity for leadership to advance US values and soft power. Specifi-
cally, the United States has a chance to promote global standards and norms for the
responsible use of FRT consistent with its interests. It could strengthen alliances and
partnerships by collaborating on legal and policy positions consistent with its closest
partners. The United States could work toward creating a regional or global norm re-
garding the balance of technological innovation and fundamental rights.

Facial recognition technology also affects US military and civilian personnel sta-
tioned overseas and private US citizens traveling abroad. The lack of international reg-
ulation or consensus around FRT raises questions about how images and identities of
US military and civilian personnel overseas can be protected. The US military can add
protections for such US personnel by setting expectations and creating dialogue for
regulations concerning the use of FRT. These expectations could be clarified and codi-
fied in US laws or agreed to in international forums. The United States should seize
the opportunity to determine what legal and normative responsibilities and recourse
could be established to protect US personnel and advance national security.

As rapid technological innovation in the field of biometric surveillance proceeds,
policymakers and legislators must be aware of the implications for human rights and
privacy. As governments and companies invest in developing and implementing this
technology to improve safety and security, they should also invest in safeguarding the
human rights and privacy of citizens. Such laws and protections will not only affect
citizens but will also determine the emergence of new norms in international law ap-
plicable to cyberspace and technology. £
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Tec/malogx, Sacietz, and War .

...................................................... PAUL CALH()UN

America’s military advantage in power projection has eroded significantly due to adver-
sarial anti-access/area-denial (A2/AD) strategies. A multidomain, networked peer adver-
sary combat environment has emerged from these A2/AD strategies, threatening long-
standing military trends. Recognizing that energy is a fundamental element in warfare,
researchers at the Defense Advanced Research Project Agency have developed an energy
web dominance portfolio to explore innovative methods of optimizing energy distribution
to create a more dynamic and resilient network. This energy web dominance framework
provides a novel perspective on the fundamental character of warfare, revealing new op-
portunities for optimizing military effects delivery leveraging wireless energy distribution
technology breakthroughs.

nergy and information are fundamental currencies in the battlespace. Since the

1700s, there has been a revolution in information transport, transforming its

flow from physical point-to-point transfers such as paper letters into a more
resilient multipath network, such as data through the World Wide Web. More re-
cently, ubiquitous wireless communication has dramatically transformed the flexibil-
ity and utility of information distribution.

Recent research pioneered by the Defense Advanced Research Projects Agency
(DARPA) suggests a similar revolution may be imminent in the energy domain. Caus-
ing or delivering military effects costs energy. Wireless power transfer capabilities be-
ing developed as part of DARPA’s energy web dominance (EWD) portfolio provide
one compelling candidate breakthrough technology which may transform the bat-
tlespace, providing the next significant technology offset in warfare.

This article introduces energy web dominance as an analysis framework that recog-
nizes the centrality of energy in the battlespace. This framework provides strategic and
tactical insight into optimizing military effects delivery considering energy genera-
tion, storage, and distribution. The context for this optimization is the networked,

Colonel Paul Calhoun, USAF, a experimental test pilot supporting the US Air Force Test Center and former Defense
Advanced Research Projects Agency (DARPA) program manager, holds a master of science in aeronautics and astro-
nautics from the Massachusetts Institute of Technology, a master of science in flight test engineering from the US Air
Force Test Pilot School, and a master of science in national resource strategy from The Eisenhower School for National
Security and Resource Strategy.
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multidomain sense-and-Kkill capabilities developed by adversarial nations that the au-
thor and team members refer to as the peer adversary combat environment or PACE.

In the 1980s and 1990s, the United States developed stealth- and precision-guided
weapons technologies as part of the Second Offset Strategy to defeat the former Soviet
Union’s legacy integrated air defense systems (IADS), which primarily used ground
radars for sensing and centralized command and control (C2) to direct responses.
Desert Storm provided validation of the Second Offset’s effectiveness against a legacy
IADS approach. Seeing that the traditional IADS approach was ineffective against US
tactics and force structures, adversarial nations developed anti-access/area-denial
(A2/AD) strategies as a counter.

The peer adversary combat environment, then, is the instantiation of A2/AD strat-
egies. Today, this environment is no longer just a strategic framework but rather a
physical environment where US forces must survive, operate, and dominate to achieve
military effectiveness, and countering this environment requires a new approach. The
EWD framework provides a novel perspective on the fundamental character of war-
fare, revealing new metrics for optimizing the delivery of military effects.

Background

Significantly, the current US military force structure remains rooted in Second Off-
set weapons and platforms even though the peer adversary combat environment was
specifically developed to counter those systems. Second Offset—era trends have led to
high-cost, high-capability manned platforms, such as B-2s and aircraft carriers. In the
modern combat environment, incremental increases in survivability are prohibitively
expensive, leading to limited quantities of these assets. Losing even one of the United
States’ 19 B-2s or 11 aircraft carriers would have a significant impact on US military
capability. This is in addition to the raw cost. It is feasible in the peer adversary combat
environment that a $1 million missile could destroy a $2.2 billion B-2, magnifying the
cost imposition for the United States and leading to a losing resource race against a
peer adversary.”

In 2016, recognizing a new strategy was imperative, then Under Secretary of Defense
Robert Work proposed a Third Offset Strategy in policy speeches. In this offset strategy,
he stated networked human and machine teams in large quantities would be able to
overwhelm A2/AD environments and sustain the United States’ ability to project mili-
tary power.? A key element of his approach is resilient, multipath information networks
adaptively concentrating information for decision-making and command and control. A
remaining challenge is developing platforms that can be employed in large quantities at
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long ranges. Insights from the information revolution in Work’s Third Offset applied to
the energy distribution are the foundation of the DARPA EWD portfolios presentation
of a Fourth Offset Strategy to enable long-range platforms in overwhelming quantities.

Currently, if a platform requires long-range, endurance, or significant weapons-
delivery capability, it must be physically large. Platforms are designed as containers that
carry the energy needed to complete a mission in the form of liquid fuels, batteries, or
chemical explosives. These large platforms are expensive and are therefore purchased in
limited quantities. Some research, such as DARPA’s Gremlins and LongShot programs,
has looked at providing large quantities over long ranges by using large hosts and with
small surrogate aircraft.* Other research looked at aggregating and disaggregating small
platforms to achieve the benefits of efficiency or resilience depending on the threat.
These programs suggest such architectures are effective and feasible with current tech-
nology but also highlight fundamental limitations in energy storage.

Second Offset technology has logically led to a platform-centric force structure due
to assumptions about information and energy. Decision-making was accomplished at
the platform level by human operators putting a lower limit on platform size and driv-
ing survivability requirements to preserve human life. Energy is also stored at the plat-
form level, coupling performance to volume.

Following Norman Augustine’s 16th “law;” as platform capability has increased,
there has been an exponential increase in costs: “In the year 2054, the entire defense
budget will purchase just one tactical aircraft. This aircraft will have to be shared by
the Air Force and Navy 3% days each per week except for leap year, when it will be
made available to the Marines for the extra day.”®

Though Augustine published his laws as satire, the data has validated the underly-
ing trend: in static or linearly increasing budget environments, the number of plat-
forms purchased has steadily decreased.® As the number of platforms decreases, the
need for individual platform survivability increases, which further accelerates the
trend. This is sustainable if survivability can be improved commensurate to the cost
increases and if enough platforms still exist to provide flexibility.

Yet threats in the peer adversary combat environment have changed significantly,
making further incremental increases in survivability prohibitively expensive. At the
same time, technological opportunities have also changed, challenging the underlying
assumptions that led to the current force structure. Advances in autonomy and net-
worked information allow for distributed C2 so that a human operator is not necessary
on many platforms. A wireless energy web could provide a radical alternative by allow-
ing platforms to act as conduits rather than containers.

4. See Paul Calhoun, “DARPA Emerging Technologies,” Strategic Studies Quarterly 10, no. 3 (Fall

5. Norman R. Augustine, Augustine’s Laws (Boca Raton, FL: United Press International, May 24,
1986).
6. Calhoun, "DARPA Emerging Technologies."
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The amount of energy a platform could carry would not be a performance con-
straint; rather, the energy that flows through the network would enable capabilities.
Offboarding energy storage and generation would decouple platform size from per-
formance. Of note, many military missions require more energy than is available by
only harvesting or scavenging energy—for example through photovoltaic solar
cells—which drives the need to externally augment energy inputs. Wireless energy
beaming (WEB) technologies in development at DARPA coupled with distributed C2
would enable small, inexpensive platforms to have significant capabilities, such as
practically unlimited range, indefinite persistence, and arbitrary amounts of power
available for their payloads or weapons.

In contrast to the Second Offset’s platform-centric approach, the Third and Fourth
Offsets encourage a network centric-approach where capability is scalable by adjust-
ing the quantity of platform nodes employed in any given scenario. The network, not
the platform, becomes the nexus of capability. Individual nodes are attritable and thus
can be dramatically less expensive, since the strategy shifts to overwhelming with
quantity rather than exquisite survivability. As an example, a B-2 has a fixed capability
whether it is employed against a highly defended target or an undefended target. Since
the most constraining cases are rare, in most employment scenarios the B-2 has excess
capability, which means from a resource standpoint, delivering that effect costs more
than necessary.

Scaling capability through quantity considers that the simplest targets are vulner-
able to a single wireless energy beaming platform. When facing more complex targets,
more WEB platforms are used to overwhelm defenses. As a result, capabilities are
scalable across a range of scenarios optimizing resource allocations.

There is an ongoing, robust debate about the correct mix of high-technology and
low-technology platforms. Assuming a solitary platform type can scale in capabilities
across all scenarios is overly simplistic, but such an assumption provides useful guide-
lines, implying that WEB technologies provide advantages across the spectrum of
threat environments. Relying on inefficient capabilities overmatch as done now may
be acceptable against a resource-poor adversary. Against an economic peer, however,
sustained operations rely on efficient effects delivery.

Energy in the Battlespace

The revolution in platform capability is an important element of implementing
WEB, but understanding the impact of energy flows in the battlespace is actually
even more fundamental. Throughout history, warfare has favored the combatant who
can effectively maneuver and resupply their forces. As General John J. Pershing once
said, “Infantry wins battles, logistics wins wars”” Fundamentally, logistics is about

7. Jason Lee, “New Logistics Commander Praises ‘Complex, ‘Important’ Work at Hill Air Force Base,”
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transporting the capability to cause military effects, and energy is the coin of the
realm. The form of that energy has evolved over time.

During the Roman Empire this energy came in the form of food for horses and
men converted to military effects through physical action. In the Civil War, coal for
trains and gunpowder for muskets were the preferred energy storage mediums. In the
modern era, chemical energy is stored in explosive warheads and liquid hydrocarbon
fuels. Energy transport breakthroughs such as Roman roads, railroads, mechanized
warfare, and air-refueling tankers that more rapidly and resiliently move energy
through the battlespace have provided decisive military advantages. Indeed, contem-
porary American military dominance has been built upon asymmetric advantages in
air refueling tankers and a nuclear navy, allowing the United States to position mobile
energy wells forward in the battlespace.

Noting this advantage, adversary nations have specifically developed weapons to
counter air refueling tankers and carrier strike groups as a core tenet of their A2/AD
strategy from which the peer adversary combat environment has emerged. While
tankers and nuclear carriers have provided that decisive advantage in the past, main-
taining energy web dominance in the future will require a new approach.

To paraphrase Antoine Henri Jomini, the science of war is focusing energy on deci-
sive points.® The corollary art of war, which is analyzing the battlespace to determine
where those decisive points exist, can be considered an information domain endeavor.
In John Boyd’s now canonical observe, orient, decide, act (OODA) loop, there are infor-
mation and energy domain elements for each iteration.” Observation requires some sen-
sor with physical presence that requires energy to persist in its given environment. Ori-
enting is an information domain function consisting of sifting data for sense making
then delivering that information to a decision hub. Deciding is an information domain
activity to determine an optimal course of action based on available data. Acting re-
quires an energy transaction to both cause and deliver the intended military effect.

Since the early 2000s, net-centric warfare has revolutionized information flows,
including significant work over the last decade in developing artificial intelligence/
machine learning tools to enhance decision-making.'® Energy logistics, on the other
hand, have remained relatively static since the advent of mechanized warfare, which
still relies primarily on mass-based transfers of liquid fuels that are slow, linear, and
vulnerable. Energy web dominance considers end-to-end effects delivery with no
clear boundary between logistics and tactics. Instead, there is a continuum where the
optimal network adjusts between efficiency and resilience, depending on the existing
threat. Generally, networks with fewer nodes are more efficient while networks with
more redundant nodes are more resilient.

8. Antoine Henri Jomini, The Art of War (St. Paul, MN: Wilder Publications, 2008).

9. John R. Boyd, A Discourse on Winning and Losing, ed. and comp. Grant T. Hammond (Maxwell
AFB, AL: Air University Press, 2018).

10. Arthur K. Cebrowski and John H. Garska, “Network-Centric Warfare — Its Origin and Future,” US
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Imagine the battlespace populated by energy nodes. In the all-domain battlespace
of today, a tanker is a node, an aircraft carrier is a node, and an F-22 is a node. Each
participant consumes and delivers energy as needed to achieve military effects. Imag-
ining the battlespace as a network of energy nodes provides a new optimization sur-
face for quantifying effects delivery versus costs. If these nodes are connected by phys-
ically transferring energy via liquid fuel, they accept limitations in flexibility since
such a transaction is predictable and slow. As technological advances create nodes
that flow energy wirelessly through the electromagnetic spectrum, combatants will see
considerable increases in speed and flexibility.

Within the current energy logistics construct, chemical energy stored in a war-
head might be used to destroy an enemy radar site. To deliver that military effect
from the factory where that warhead was made, it would be placed on a ship to
cross the ocean, consuming fuel as energy along the way for delivery to a forward
staging area. From there it might be loaded on an F-22, likely with insufficient en-
ergy reserves to deliver that effect the full distance, requiring fuel from a tanker en
route. If any part of this chain of subsequent energy transactions is broken, the mili-
tary effect would not be delivered.

The platforms associated with these energy transactions—tanker ships and air re-
fueling aircraft—are large, expensive, and difficult to replace. Furthermore, the fixed
infrastructure supporting these transactions, such as ports and runways, takes weeks
or months to reconstitute if destroyed. As a result, energy logistics today are slow, brit-
tle, and do not recover quickly from disruptions.

Consider instead a web of wireless energy nodes. These nodes might be unmanned
aerial vehicles (UAVs), ships, manned aircraft, preplaced hidden ground stations,
space assets, undersea assets, or any number of multidomain options. To deliver an
effect, power generated from an aircraft carrier might be delivered to a satellite across
thousands of miles to another satellite and then routed through a network of UAV's to
focus directed microwaves at the radar site to destroy it. In this scenario, if any single
node of the web were disrupted, other nodes would be used to deliver the energy.

This wireless energy web would be constructed with built-in multipath resilience,
so it degrades gracefully when under attack. These nodes can be both small and per-
sistent, because they are being constantly recharged by the energy web. If a $1 million
missile is needed to destroy a $50,000 energy node UAV that could be immediately
replaced by dozens of others, an adversary is faced with a cost and resources dilemma.
Rerouting to another multipath option can be accomplished in seconds, and full re-
constitution by replacing missing nodes can be accomplished in hours or days.

Such a network is robust, resilient, and can be rapidly repaired. Additionally, in this
wireless energy web, transfers are happening at the speed of light, which for reference is
roughly Mach 1 million. The United States has invested heavily in hypersonic weapons
that are orders of magnitude slower. While hypersonics do serve an important func-
tion, the potential of delivering speed-of-light effects at scale provides a compelling al-
ternative. Dynamic strike flexibility, where the focus of an attack can shift thousands of
miles in less than a second, revolutionizes the concept of maneuver warfare, making it
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nearly impossible for an adversary to position and maneuver reaction forces to counter
all of the potential attack vectors.

Energy Web Dominance Framework

The energy web dominance framework is not a new technology set but rather a
recognition of a fundamental aspect of warfare. Within this framework, DARPA has
identified breakthrough distribution technologies as an area ripe for disruption. There
are already considerable investments in developing new energy storage and genera-
tion technologies, and DARPA seeks out areas where focused investments can have
dramatic impact, such as wireless energy beaming. The EWD framework does not
assert that wireless power transfer is the right solution for all energy scenarios. Rather,
it seeks to optimize energy flows for speed and resilience.

Indeed, in some scenarios the energy density required cannot be supplied wire-
lessly. Supersonic aircraft, for example, are relatively small and require more energy
than can likely be provided wirelessly without significant transmission and cooling
challenges. Wireless energy beaming is an important addition to the technology tool-
set, but this does not mean continued progress in other areas of energy generation,
storage, and distribution is no longer relevant. Fundamentally, EWD will look at ad-
vances in all areas and continue to optimize the energy network for effects delivery. If,
for example, batteries were developed with ten thousand times the current energy
storage density, wireless power beaming would become a less important part of the
overall energy optimization.

This framework does suggest a new focus on the network as the basis of maneuver
rather than platforms, which is greatly enhanced by beaming energy wirelessly. This
allows effects delivery in many cases through nodes that do not require much energy
instead of fast platforms. Instead of energy hungry, expensive, supersonic aircraft de-
livering effects, think instead of relatively slow-moving, energy-efficient, and inexpen-
sive high-altitude nodes acting as the conduits through which the speed-of-light ef-
fects are delivered. So while delivered energy density does remain a challenge for
some platforms using wireless power transfer technologies, the EWD framework itself
provides potential solutions.

The peer adversary combat environment is multidomain and mesh networked. The
National Defense Strategy has identified China as the pacing threat, and thus the Chinese
peer adversary combat environment is the primary context inspiring DARPAs EWD
portfolio.'" Defeating a single sensor or shooter in this environment is insufficient to
creating sustained advantage. As former Commander of US and International Security
Assistance Forces Afghanistan and Joint Special Operations Command General Stanley
A. McChrystal often said, “To beat a network you need a network”** While the context

11. Lloyd J. Austin III, National Defense Strategy of the United States of America including the 2022
Nuclear Posture Review and the 2022 Missile Defense Review (Washington, DC: Office of the Secretary of
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of McChrystal’s proclamation was focused on human networks, it reflects the deeper
truth that building resilient and dynamic connections across a network provides a com-
petitive advantage.

Evolution in military technologies increasingly makes all warfare reliant on net-
works. The energy web dominance framework significantly expands the scope of
network capabilities by also considering energy to holistically look at the pathway
from energy generation through decision-making to effects delivery. With history
as a guide, it is clear that leveraging energy effectively in the battlespace is at the
heart of operational art."® Exploring new energy technologies is vital to modern-
izing the US military.

Wireless Power Transfer Technologies 101

An analysis of the current state of the art in wireless power transfer coupled with
targeted DARPA investment reveals the military utility of wireless power transfer. The
concept of wireless power transmission gained popularity with Nikola Tesla and the
electrification of civil society. In Tesla’s time, the concept was ahead of the technical
status quo. Today, however, emerging technologies, including robust high-energy la-
sers, high-efficiency monochromatic bandgap matched photovoltaics, and dynamic
radio frequency (RF) beam forming that includes distributed coherent techniques,
provide the fundamentals required to create effective wireless power beaming links.
DARPA’s novel energy web dominance efforts aim to unite these technologies in a
multipath network to overwhelmingly counter the peer adversary combat environ-
ment.

Certain fundamental wireless power technologies serve as the building blocks for
the wireless energy web, including close- and long-range links.

Close-Range Links: Field-Based Wireless Power Transfer

Wireless power transfer over relatively short ranges can be accomplished using
electromagnetic field effects. Induction uses changing magnetic fields to create cur-
rents in conductive materials. Field-based power transfer only draws power from the
host when there is a recipient present. This allows for very high-power transmission
efficiencies up to 99 percent.'* Standard inductive coupling is effective for ranges
equivalent to the inductive coil’s diameter.'> A familiar example is an iPhone charging
pad. While useful in some contexts, however, standard inductive coupling lacks the
range to provide much utility for an extended wireless energy web.

13. Moshe Kress, Operational Logistics: The Art and Science of Sustaining Military Operations (New
York: Springer, 2002).
14. Editors of Encyclopedia Britannica, “Electromagnetic Induction (Physics),” Britannica, last up-
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One subset of induction enhances range through tightly coupled magnetic reso-
nance. When fitted with a high-quality factor resonator, a device that responds specifi-
cally to a particular frequency, the effective range of near-field power transfer can be
extended to about 10 times the aperture diameter. Quality factor for resonators is a
measure of the precision of the frequency response.'® In laboratory settings, this tech-
nique has been demonstrated out to around 10 feet, effectively.'”

Using larger antennas and higher-quality resonators, it would be possible to extend
this out to dozens of feet. At these ranges, air recharge from an airborne host or per-
sistent power to hovering UAVs from a ground station is a viable application. Like-
wise, any electric device such as a radio or computer could draw power from a local
node, allowing it to operate indefinitely without plugging into an existing grid. There
are a number of commercially available products that provide inductive wireless
charging solutions.'®

Long-Range Links: Wireless Energy Beaming

Power beaming sounds exotic, but it actually involves the same physics as that in-
volved in wireless communication. A power source is converted to a propagating
wave, typically electromagnetic, sent through free space, collected through an aper-
ture, and converted back to electricity. In a cellphone, that electricity is used as a sig-
nal that encodes voice or data. For power beaming, that converted electricity is used
directly for power. Point-to-point power beaming has been successfully demonstrated
using a variety of transfer methods. Laser and microwave power beaming are the most
mature technologies. DARPA has also explored acoustic power beaming for underwa-
ter applications. The demos to date serve as excellent proof-of-concept benchmarks
but also highlight some of the ongoing challenges."

First, many previous demos were custom built to work with a particular transmit-
and-receive pair and generally were not suitable for use in a larger scalable network.
Second, conversion efficiencies remain a challenge. In a multihop network, converting
from a propagating wave back to electricity back to a propagating wave at each node
quickly accrues unacceptable losses. Each one of those conversions is relatively inef-
ficient and multiplying them across a chain is impractical. DARPA has identified ef-
fective power-beaming relays as a critical element for overcoming these challenges to
creating a practical power-beaming network.

The DARPA Persistent Optical Wireless Energy Relay (POWER) program seeks to
make long-distance networked optical power transfer practical by developing effective
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optical energy relays (fig. 1). In this system, a ground-based laser transmitter relays a
power beam to a high-altitude relay that then relays that energy to a distant aircraft,
which relays the power beam to a receiving station on the ground. An effective optical
relay must efficiently redirect energy without conversions, correct wavefront aberra-
tions to maintain a tight beam for long range, and selectively collect some of the en-
ergy to power itself.>

§.

Figure 1. DARPA’s Persistent Optical Wireless Energy Relay Program (POWER)?'

For optical power beaming, transmission through the lower, thick, and turbulent
atmosphere is impractical over long distances due to beam spread and attenuation.
High-altitude transmission is quite effective, but having a high-energy laser at high
altitudes presents payload weight and cooling challenges. Effective relays allow the
combination of ground-based lasers with a high-altitude transmission network, opti-
mizing energy generation and transmission across the system.”> DARPA envisions
this high-altitude optical layer providing the long-range, high-throughput backbone
for the wireless energy web.??

Shorter-range—tens of meters to several kilometers—distribution to many de-
vices may be most effectively accomplished using RF power beaming. This is more
effective through weather and can be easier to operate safely around objects and
people. When considering optical versus RF power beaming, it is helpful to under-
stand a bit of the tradespace between wavelength, range, efficiency, and size of the
transmit-and-receive apertures.

21. “Power”
22. “Wireless Energy Relay”
23. “Wireless Energy Relay”
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Both RF and optical power beaming rely on transmitting electromagnetic propa-
gating waves. For the most efficient power beaming, the beam size at the desired range
should be the same size or smaller than the receiving aperture so that all of the energy
is captured. As these waves travel through free space, they generally expand through
diffraction, so that the farther away the receiver is the larger the spot size.** Think of
how a flashlight behaves when shining it across a room. As it turns out, the spot size is
impacted most significantly by wavelength and the size of the transmit aperture.
Larger apertures create smaller beams and spot sizes while smaller wavelengths pro-
duce smaller beams and spot sizes.

Optical beams have much smaller wavelengths than RF beams, which means they
can have smaller spot sizes. A smaller spot size can mean a smaller aperture at a set
range, or it can mean that for a particular aperture size efficient transmission is pos-
sible at larger ranges. For electromagnetic waves, frequency and wavelength are in-
versely related, so a higher frequency has a smaller wavelength. Generally, since RF
waves have much larger wavelengths (lower frequencies) than optical waves, efficient
transmission over an equal distance requires much larger apertures.*®

In 1975, the Jet Propulsion Laboratory, sponsored by the National Aeronautics and
Space Administration (NASA), transmitted 34 kilowatts at a frequency of 2.45 giga-
hertz (GHz) over a distance of 1.5 kilometers (km) with 82 percent transmission ef-
ficiency, setting a still-standing benchmark in throughput.?® At this same frequency, if
the receive antenna was moved out to 10 km, an antenna area of 1,224 square meters
(sq m) would be needed to capture 60 percent of the incoming wave.*”

Higher frequencies (smaller wavelengths) allow for smaller antennas. For example,
at 100 GHz at that same 10 km, 60 percent of the wave is captured with a 30 sq m an-
tenna.?® This is further complicated by variable atmospheric effects dependent on fre-
quency. Generally, in the RF portion of the spectrum, lower frequencies have less ab-
sorption in the atmosphere and can penetrate clouds. While this trend is true in
reality across the spectrum, there are known transmission windows with less absorp-
tion that are useful for power beaming or long-distance wireless communications.*

Notably in the context of power beaming, there is a very efficient atmospheric
transmission window around optical frequencies, which incidentally helps to explain
why human vision detects electromagnetic waves in this portion of the spectrum. RF

24. Jacob Gavan and Saad Tapuchi, “Microwave Wireless-Power Transmission to High-Altitude-Platform

25. Shaopeng Wan and Kama Huang, “Methods for Improving the Transmission-Conversion Effi-
ciency from Transmitting Antenna to Rectenna Array in Microwave Power Transmission,” in IEEE Anten-

27. Gavan and Tapuchi, “Microwave Wireless-Power Transmission,” 30.
28. Gavan and Tapuchi, 31.
29. “The Atmospheric Window;” National Oceanographic and Atmospheric Administration, last up-
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power transfer has proven effective, but there are considerable trades to be made be-
tween aperture sizes, frequency, and efficiency for implementation within a networked
energy framework.

Active electronically scanned arrays have brought considerable flexibility to radio
frequency beamforming. Using a single transmitter with signals split between an array
of emitters, they phase shift coherent signals to each emitter to create concentrated
beams of RF signal using constructive and destructive interference. As discussed in
the previous paragraph, beam width/spot size and transmit aperture size are inversely
related. A larger transmit aperture produces a smaller beam which supports a smaller
receive aperture.

Coherent beamforming using distributed arrays allows multiple separate transmit-
ters to appear electromagnetically like one large aperture. Thus, less expensive distrib-
uted systems can achieve these same beam widths as a single large aperture and do so
more resiliently since they are no longer a single point of failure system. The primary
technological challenge is ensuring the waves are synchronized, since they are now
generated by multiple transmitters and are thus not coherent from the outset. Several
techniques have proven effective in laboratory testing.>® Further research will test if
this can be employed reliably in operational environments including dynamic track-
ing of moving platforms.

Distributed arrays provide two significant advantages for wireless power transfer:
(1) concentrated beamforming with significant power gain, and (2) lower power re-
quired per transmitter, which allows for small, low-cost platforms. Distributed arrays
have a power gain that scales by the square of the number of nodes in the array. Intui-
tively one might expect a linear scaling, where four transmitters” signals combine for
four times the power at the receiver. Linear scaling is in fact the case for noncoherent
transmission. Yet, as discussed above, with coherent transmission, the area of the dis-
tributed arrays combines, giving an added transmission gain due to the smaller beam
width and spot size.

As aresult, for an array with eight nodes, the received power is 64 times greater
than what would have been received from a single transmitter node.?! This allows
each node to operate at lower power levels, which supports inexpensive systems.
Scaling up to potentially dozens of nodes in an array, the gain becomes even more
significant. Additionally, systems with many transmitting nodes are resilient when
compared to a single transmitter. If one or more transmitters fail in a multinode
system, the power transfer decreases gradually.

30. Raguraman Mudumbai et al., “Distributed Transmit Beamforming Using Feedback Control,” IEEE

31. Jeffrey A. Nanzer, interview by the author, and PowerPoint presentation, January 5, 2020.
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Recently a DARPA-funded demonstration validated graceful degradation in a distrib-
uted coherent beam forming a wireless energy mesh network (fig. 2).3* Figure 2 repre-
sents concept artwork of a real-world demonstration showing a UAV being charged by
four distributed RF transmitters. The UAV is flying directly above the transmitters,
which have RF waves converging on a receiving aperture on the UAV. The UAV and the
transmitter are depicted in a hanger representative of the actual hanger at NASA Ames
in the Silicon Valley, where this test took place. Arguably, coherent beamforming using
distributed arrays is a critical technology that will enable distributed low-power, low-
cost nodes to effectively concentrate effects within the energy web.

@ Reach

Figure 2. UAV recharged in flight using distributed coherent RF transmitters

Network Effects

The future energy web is envisioned as an expansive network where energy sources
and consumers can partake of the network with proper authentications. This will de-
mand careful attention to establish open but secure network protocols. This network
should be able to harness multiple transfer modalities depending on environmental
conditions and will require new C2 concepts to optimally position nodes based on
expected demand.

This open architecture may enable new, exotic energy sources such as space-based
solar, moon-based solar, the harnessing of deep ocean waves, or the parasitic stealing of
adversary energy.* Within the energy web dominance framework one could imagine a

32. A. Porteus, “Reach Enables Wireless Power Mesh Networking for In-flight Drone Charging,’
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stealthy UAV perching on enemy power lines and beaming that power to incoming
American forces to use against that adversary.

Moon-based solar is a particularly revolutionary concept that proposes using self-
replicating robots to transform the moon’s silicon-rich soil into solar cells. In essence,
the moon would become a giant power-generating solar farm, dramatically changing
energy dependence on traditional sources.* Deep ocean waves can generate signifi-
cant amounts of energy, but building fixed infrastructure out to the deep ocean is im-
practical.®® The key to unlocking these future sources is building a network that can
effectively distribute energy over long ranges.

Long before the wireless energy web transforms civil energy infrastructure, it will
provide a compelling advantage for military forces. Before a technology can replace its
predecessor, it must prove that it is significantly better to justify replacement costs.
Competing on efficiency against optimized, stable, and existing civilian energy infra-
structure will be relatively challenging. On the contrary, current methods for deliver-
ing energy effectively to remote, contested military environments are vulnerable and
ripe for disruption. For these reasons, the US military will lead the way in developing
new wireless power transfer technologies to merge logistics and tactics in a resilient,
adaptive framework.

Ongoing Challenges

Human safety must be a core consideration of wireless energy web applications.
For field-based effects, frequency selection mitigates the energy’s interaction with bio-
logical materials. Further research is necessary to understand long-term effects and
ensure that these systems do not interfere with other existing electrical devices, such
as pacemakers.?

For beaming power, the dense core of these beams is likely to be harmful to any-
thing in its path. Assured safety systems are possible by constantly monitoring the
transmission path with a wider low-power beam and interrupting the high-power
beam in response to intruders. Navy Research Labs demonstrated this safety protocol
as part of their Power Transmitted Over Laser research effort, and this is a founda-
tional goal for the DARPA POWER program.’

Ultimately these power-beaming systems will need to be designed with safety
built in at the system level so that the system can be certified for operation versus for
simply meeting current cumbersome requirements to coordinate laser shots indi-
vidually with the Joint Service Laser Clearinghouse. While ensuring such system

34. Criswell, 17.
35. Kavadiki Veerabhadrappa et al., “Power Generation Using Ocean Waves: A Review,” Global Transi-

36. Isaac Chang et al., RF/Microwave Interaction with Biological Tissues (Hoboken, NJ: John Wiley &
Sons, 2006).
37. Emanuel Cavallaro, “Researchers Transmit Energy with Laser in ‘Historic’ Power-Beaming Demon-
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safety remains a challenge, a successful analogy can be found in considering safe co-
existence with the high-voltage power lines that are ubiquitous in the environment.

Although robust communication poses a challenge for wireless energy beaming
networks, the existence of the network provides additional opportunities. Safe and
effective power beaming requires an underlying low-power communication network
to establish network protocols and control the flow of energy. As a result, a WEB net-
work can be vulnerable to the same disruptions associated with traditional communi-
cations networks. Yet, because a WEB network provides a framework for many small,
indefinitely persistent nodes, the overall reliability of both the networks is improved.
Ultimately, the wireless energy web will reliably provide both energy and data using
the communication links that are inherently necessary for effective power beaming.

As discussed earlier in this article, the rate or flux of energy transfer possible
through wireless means is a challenge. Air refueling provides an extreme example of
energy transfer rates possible with liquid fuels. Considering the full energy content of
that fuel, the transfer rate during air refueling is equivalent to 2.5 gigawatts, which is
orders of magnitudes greater than any laser conceived. Even with aggressive improve-
ments in conversion efficiencies it would be impractical for most applications due to
waste heat.

Though technologies will improve over time, there will be practical limitations to
wireless power beaming transfer rates, which will limit applications. Yet early DARPA
studies showed many meaningful military applications were feasible in the next few
years with tremendous growth potential over the next decade.?® Ultimately, though, im-
proved distribution will not solve all energy challenges, and continuing the generation,
storage, and distribution optimization methodology inherent to EWD will be necessary.

Conclusion

The energy web dominance framework provides a novel perspective on the funda-
mental character of warfare, revealing new metrics for optimizing military effects de-
livery. The current trend of buying fewer expensive, monolithic platforms that rely on
liquid hydrocarbon fuels is unsustainable and vulnerable. Countering the peer adver-
sary combat environment requires a new approach. Leveraging the electromagnetic
spectrum to transmit energy wirelessly could enable a complementary network of
persistent yet inexpensive platforms that are able to flexibly and resiliently focus mili-
tary effects at a distance. Emerging technologies reveal a pathway to achieving this
new vision.

The linkages in the wireless energy web will be built using a combination of mag-
netic resonance, optical, and radio frequency beams enabled by a host of supporting
developments. To foster such a disruptive change, research should continue to probe
the necessary families of technologies to find niche markets where wireless power
transfer provides an immediate advantage. From there, the proven technologies can

38. Calhoun, “DARPA Energy Web Dominance.”
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be scaled into a larger network to achieve sweeping effects. This disruptive transfor-
mation will take investment in development, tactics, training, and procedures. Yet by
achieving energy web dominance, the United States can maintain an advantage in
great power competition for decades to come.** &

39. See Calhoun.
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CYBER RED LINES

DEnisE L. TENNANT

Government Responses to. Lovis Notay
Cyberattacks on Critical Dranna House
Infrastructure

While the concept of red lines is relatively well-documented and discussed in areas of re-
search surrounding deterrence and acts of war, the term cyber red lines is rather complicated
and fairly immature in the research. Recognizing the ongoing challenges surrounding the red
line term in a cyber context, this article seeks to define such a threshold within gray-zone
cyber operations to determine an appropriate situation when the US Department of Defense
could and should respond to state or nonstate actor operations that manifest as a cyberattack.
The article also seeks to clarify what is meant by the term cyber gray zone.

esearch surrounding red lines in terms of great power conflict and war provides

an important area of study in order to understand what defines a red line and

how it can be influential to conflict.! Red lines within a cyber context, however,
are not as clearly articulated and represent an evolving concept with many complicated
nuances. The amorphous nature of the cyberspace domain—unlike the air, land, sea,
and even space domains—and the vaguely understood boundaries between US and
adversary cyber terrain can prove problematic when drawing cyber red lines.

Furthermore, the ubiquitous nature of technology, and more specifically cyber-

related technology, can create challenges in understanding and determining the role of
the Department of Defense in response to offensive cyberspace operations (CO) by state
and nonstate actors. Joint doctrine defines cyberspace operations as “the employment
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of cyberspace capabilities where the primary purpose is to achieve objectives in or through
cyberspace” and includes not only military and intelligence but also DoD business compo-
nents. Importantly, cyberspace operations can be malicious but are not always so.”

In the era of technological advancements, identifying strategic inflection
points—points at which businesses or organizations undertake significant changes
in order to remain competitive—is critical.® In the case of cyber strategic inflection
points for the military, this means a move to develop capabilities superior to that of
an adversary. Efforts to identify current cyber strategic inflection points and moti-
vations that drive change create ongoing challenges surrounding when the Defense
Department could and should respond to state or nonstate actor operations that
manifest as a cyberattack.

Response to a cyberattack that results in an escalation beyond the virtual realm
would typically not occur due to the nonphysical nature of attacks and their tempo-
rary and reversible effects.* The relationship between deterrence and red lines can be
complicated in cyber-specific engagements, mainly due to attribution and to chal-
lenges surrounding capabilities.

In instances of cyberattacks, it can be difficult to know whether an attack will be
effective due to the ever-changing network and software environment. Attribution can
be hard to attain when responding to a cyberattack. Raising false flags and taking time
to examine an attack forensically to determine its origin can prevent a swift response.’
In addition, traditional deterrence methods that involve disclosing specific details
about capabilities can provide adversaries with information that could result in pre-
venting or deflecting an attack.® This article thus explores the concept of cyber red
lines and provides a starting point for understanding what this means in terms of re-
sponses to cyberspace operations conducted by adversary state and nonstate actors.

In order to establish a baseline understanding of cyber red lines, this article relies
heavily on legal and academic literature analyzing the current state of international
law and norms applicable to cyberspace, official US policy documents on cyberspace
and cyberspace operations, and proposed cybersecurity approaches, as well as on
news reports and academic analyses of these operations.

2. Joint Cyberspace Operations, Joint Publication (JP) 3-12 (Washington, DC: Chairman of the Joint
Chiefs of Staff, December 19, 2022), I-1.
3. Robert A. Burgelman and Andrew S. Grove, “Strategic Dissonance,” California Management Review

4. Erica Borghard and Shawn W. Lonergan, “Public-Private Partnerships in an Era of Great-Power
Competition,” in “Ten Years In: Implementing Strategic Approaches to Cyberspace,” Newport Papers 45

6. Davi M. D’Agostino et al., Defense Critical Infrastructure: Actions Needed to Improve the Identifica-
tion and Management of Electrical Power Risks and Vulnerabilities to DOD Critical Assets, GAO-10-147
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Defining Cyber Red Lines

This article defines a red line as the threshold at which an action taken is so
grievous that a use of force in response would be generally accepted under interna-
tional law. This definition sets the upper boundary for the gray zone, the nebulous
area of actions that fall below the threshold of armed conflict but may still warrant a
US government response. In this zone, cyberspace operations provide a unique con-
text under which adversaries can hide activities, create uncertainty, and avoid at-
tribution—all key components that blur the evidence that would warrant a use of
force as a response.” Further defining the gray zone as it relates to CO and the
thresholds for the DoD response to actions within it is part of the larger analytic
focus of this article.

The term red line is frequently used, but in the case of cyber, it remains inade-
quately defined. The context-specific nature of cyberattacks creates an air of ambiguity
surrounding consequences should a red line be crossed. There is rarely agreement on
the term, with definitions ranging from “an expression used by governments to pri-
vately define a threshold for action” to “an unequivocal threat, a line in the sand that if
crossed, the target would incur the full fury of the state that issued the threat in the
first place.”® This lack of common understanding creates an uncertainty that makes
effective deterrence even more difficult.

The construct of red lines is prevalent in every continent with the number of red
lines currently drawn at an all-time high.? Formal declarations of cyber red lines have
made a recent appearance but remain vaguely developed and bring up the challenges
in maintaining a state’s moral credibility when responding to out-of-bounds attacks.°

The UN norms of responsible state behavior are intended to determine norms for
appropriate cyber behavior in the interest of maintaining peace and security. Signifi-
cant undertakings such as the Tallinn Manual on the International Law Applicable to
Cyber Warfare and the Tallinn Manual 2.0 on the International Law Applicable to Cy-
ber Operations—the 2013 academic manual that explored international law principles
as they relate to cyber warfare and its 2017 follow up, respectively—also provide
mechanisms for determining a starting point for behavior in the cyberspace domain.

7. Scott Jasper, Russian Cyber Operations: Coding the Boundaries of Conflict (Washington, DC: George-
town University Press, 2020).
8. Bruno Tertrais, The Diplomacy of “Red Lines”: Recherches & Documents (Paris: Fondation pour la Re-

9. David Andelman, A Red Line in the Sand: Diplomacy, Strategy, and the History of Wars That Might
Still Happen (New York: Pegasus Books, 2021).

10. Stephanie Pendino, Robert K. Jahn Sr., and Kirk Pedersen, “U.S. Cyber Deterrence: Bringing Of-
fensive Capabilities into the Light,” Campaigning: the Journal of the Joint Forces Staff College, September 7,
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Yet existing norms are either lacking or still subject to debate, especially in strategic
interstate competition short of armed conflict."*

Literature surrounding national security is replete with concerns about the estab-
lishment of red lines in general and cyber red lines in particular. One analysis of his-
torical and current red lines, such as those drawn by China in the South China Sea
that are “physical, diplomatic, military, [and] all too often existential,” contends that
such “lines in the sand” have “proliferated in recent years across every continent and

... have reached a toxic apex in numbers and virulence at this very moment in
history”*? In pointing to their limitations, the analysis further notes that red lines
work best only if both sides accept their parameters.'> Moreover, an adversary can ig-
nore a red line and force the United States to implement a response or action it does
not desire to take. In a different vein, red lines can serve as a provocation, eliciting fur-
ther activity as a psychological response to being told what not to do.™

In terms of establishing a cyber red line, an oft-cited concern is an adversary con-
ducting gray-zone cyber actions that fall just below that line.'> Additionally, as dis-
cussed above, it is not always possible to establish attribution with confidence and to
act in a timely manner. Establishing norms for behavior that take the spectrum of cy-
berspace operations into consideration can be a useful starting point. The high-cost
effects such as those targeting the general population that are physically destructive
and potentially lethal and irreversible should be avoided on the offensive but also the
defensive side.'

Yet establishing cyber red lines can have an advantage; the cyber red line argument
is not one-sided. Lacking codified cyberspace international law or norms, red lines
can address a void or gap within international law.'” Despite some of the potential
shortcomings noted above, the red line construct remains prevalent and can be useful
to conceptually frame offensive cyberspace operations below the level of armed con-

11. Michael N. Schmitt, ed. Tallinn Manual on the International Law Applicable to Cyber Warfare
(Cambridge, UK: Cambridge University Press, 2013); Michael N. Schmitt, ed., Tallinn Manual 2.0 on the
International Law Applicable to Cyber Operations, 2nd ed. (Cambridge, UK: Cambridge University Press,
2017); Gary Corn, “Cyber National Security: Navigating Gray-Zone Challenges in and through Cyber-
space,” in Complex Battlespaces: The Law of Armed Conflict and the Dynamics of Modern Warfare, ed.

12. Andelman, Red Line, 1.
13. Andelman, Red Line.
14. Dan Altman and Kathleen E. Powers. “When Redlines Fail: The Promise and Peril of Public

16. Pendino, Jahn, and Pedersen, “Cyber Deterrence.”
17. Andelman, Red Line.
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flict.'® Furthermore, red lines impact global perceptions of power and influence; research
suggests the reputation of the United States may suffer if an adversary appears to cross
a red line without generating an appropriate or implied response.*’

Cyberspace Operations and the Cyber Domain

Securing information systems and technology to maintain continued operations of
critical infrastructure (CI) is complicated due to the varying responsibilities of gov-
ernment and private sector entities. This is an ongoing and rapidly changing environ-
ment, with government-driven policies and compliance requirements offering guid-
ance on how entities respond to attacks. Cybersecurity is vital to Americans’ everyday
lives, US society, and continued innovation. It is a must-succeed mission that supports
the United States’ survival as a sovereign nation. The United States must employ pru-
dent measures to prevent adversaries from conducting cyberspace operations that
cripple its ability to operate in the modern world and be prepared to respond appro-
priately if cybersecurity measures fail.

Attackers frequently target critical infrastructure, which can extend effects beyond
that of a defense entity and could bridge the gap between the virtual and physical
realms. Critical infrastructure, which includes both DoD and non-DoD assets and
facilities, consists of “systems and assets, whether physical or virtual, so vital to the
United States that the incapacity or destruction of such systems and assets would have
a debilitating impact on national security, national economic security, national public
health or safety, or any combination of those matters.”** Examples of CI sectors in-
clude energy, dams, communications, and the defense industrial base. Reliance by the
Department of Defense on CI could affect core missions and assets.

Cyberspace, a global domain within the information environment, complements
the four physical DoD warfighting domains yet is distinct as both the public and pri-
vate sectors operate ubiquitously in cyberspace and rely on civilian networks and in-
frastructures to conduct basic functions.?' Some 90 percent of US critical infrastruc-
ture is operated by the private sector. The expanding reliance on small business
technology firms, academic institutions, and federally funded research and develop-
ment centers to conduct state-of-the-art research as part of the defense ecosystem

18. Martin C. Libicki, Crisis and Escalation in Cyberspace (Santa Monica, CA: RAND Corporation,

19. Altman and Powers, “When Redlines Fail”
20. Joseph R. Biden Jr., National Security Memorandum on Critical Infrastructure Security and Resil-

21. JP 3-12.
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frames the dependency on the private sector to advance and secure US society and its
economic engine.??

Cyberspace operations against US critical infrastructure and other private sector
businesses pose new challenges, but these cyberattacks and the appropriate responses
to them must be considered within the framework of existing international law. The
ability of states to respond to adversary CO in times of conflict is addressed by experts
in international law, but uncertainty remains concerning when and how it is appropri-
ate for the Department of Defense to respond in peacetime, particularly if the target is
not military in nature.”® The Tallinn Manual 2.0 outlines the current understanding of
international law surrounding state CO in peacetime but also identifies numerous ar-
eas where experts are not in agreement about what international law requires.**

As early as 1984, the opportunity to exploit data “from converging telecommunications
and automated information systems” was seen as a risk to US security.* In 1995, cyber
threats to the energy sector, one of the 16 CI sectors, foreshadowed an evolving, nonkinetic
means to threaten the US homeland.? Applying the Cold War construct of nuclear deter-
rence, the US response to adversary CO, to include that against US critical infrastructure
and private sector businesses, was couched in a “cyber deterrence” framework.”” Yet schol-
ars and practitioners found the approach to be too responsive, not proactive, and not effec-
tive as “adversary CO and campaigns targeting US interests over that period . . . increased
in frequency, scope, scale, and sophistication”*

The Cyberspace Solarium Commission, the bipartisan intergovernmental organiza-
tion established under the 2019 National Defense Authorization Act to determine a
strategy for US cyberspace defense, devised the layered cyber deterrence approach to
curtail the “probability and impact of cyberattacks of significant consequence” via the
three complementary ways of shaping behavior, denying benefits, and imposing

22. Micah Zenko, “Reading between the Red Lines: Deterrence and US Foreign Policy;” Lessons for
History Series, Council on Foreign Relations, May 10, 2021, audio podcast and YouTube video, 04:51,

23. Schmitt, Tallinn Manual.

24. Eric Talbot Jensen, “The Tallinn Manual 2.0: Highlights and Insights,” Georgetown Journal of Inter-
25. Fischerkeller, Goldman, and Harknett, Cyber Persistence Theory.

26. Michael Warner, “A Brief History of Cyber Conflict,” in “Ten Years In”; Barack Obama, Critical Infra-

“Preface;” in “Ten Years In””

27. Libicki, Crisis and Escalation.
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costs.?? The move away from the traditional “response force”focused concept—re-
sponding after an attack—and into offensive cyber capabilities is necessary to main-
tain effective cyber deterrence strategies.

This shift from response-force/defensive actions to an offensive approach neces-
sitates understanding the term persistent engagement, which is defined as “a use of cy-
ber capabilities in continuous contact with adversaries to generate tactical, opera-
tional, and strategic initiative (and thus set the conditions of security in our favor in a
constantly changing domain).”*

In a similar manner, persistent engagement has also been referred to in the litera-
ture as initiative persistence, which has been proffered as the central focus for US na-
tional cyber strategy and is defined as “a strategic approach to preclude, mitigate, and
counter strategically consequential cyber action occurring continuously short of
armed conflict” It stresses the need to compete continuously—the crux of US Cyber
Command’s persistent engagement doctrine—in the gray zone of CO and not cede
the domain to the adversary.?' These concepts have emerged to fill the perceived void
in US deterrence theory as applied to actions within the cyber gray zone.?* In short,
cyber conflict is ongoing and constant.

In terms of the current cyberspace terrain, the notion of a second strategic inflec-
tion point within the cyber domain is trending.> The first strategic inflection point
occurred in 2013 when adversaries commenced “operat[ing] continuously against CI,
government networks, defense industries, and academia—Dboth in America and
abroad.”** After this point, there was a significant expansion when the cyber threat
shifted from espionage and exploitation to disruption and data deletion.

In 2020 the Cyberspace Solarium Commission’s report highlighted a second strategic
inflection point focused on adversaries’ targeting of cyber and related technologies that
“improve the quality of human life” Further, it noted that “threats continue to grow at an
accelerating pace” and that “America is facing adversary nation-states, extremists, and
criminals that are leveraging emerging technologies to an unprecedented degree.”* This
is driving the need for public-private partnerships when fighting adversaries.

Individual responses by private sector entities, however, are complicated by the
Computer Fraud and Abuse Act—also referred to as the antihacking law—which
prohibits any unauthorized access to a computer, either knowingly or unintention-
ally.*” Conducting defensive activities that violate the act is considered illegal and

29. Angus King et al., Report of the United States of America Cyberspace Solarium Commission (Wash-
30. Schneider, Goldman, and Warner, “Preface,” 45.

31. Fischerkeller, Goldman, and Harknett, Cyber Persistence Theory, 1.

32. Paul M. Nakasone, “A Cyber Force for Persistent Operations,” in “Ten Years In”

33. Nakasone, “Persistent Operations,” 45; and King et al., Cyberspace Solarium.

34. Nakasone, 45.
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36. King et al., Cyberspace Solarium.

37. Computer Fraud and Abuse Act of 1986, Pub. L. No. 99-474, 100 Stat. 1213 (1986).
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is a punishable offense. Thus, the private sector looks to government entities to as-
sist with responding to activities that edge into areas of national security and de-
fense. The recently enacted Cyber Incident Reporting for Critical Infrastructure
Act of 2022 has further constrained the responsibilities of private sector entities to
reporting only and places the onus of a response on the government.*® In addition,
adversary actions in the cyber domain are an increasing concern as a part of hy-
brid warfare, which includes conventional and unconventional tactics conducted
by a spectrum of state and nonstate actors and blurred together in an uncharacter-
ized fashion.*

While cyberspace is still a maturing domain, numerous case studies exist that explore
the actors; the specific tactics, techniques, and procedures employed by the cyber at-
tacker and during the subsequent response by the target; the impact to the target; and
the ramifications for cyber norms.** One example focuses on Russia’s alleged cyberattack
on US government and private sector networks via the US information technology com-
pany SolarWinds.*' Ransomware attacks on municipalities, health care facilities, and
school systems and breaches of consumer data and potential release of personally identi-
fiable information are routinely in the news. Recent attacks have trended toward critical
infrastructure and have brought to light vulnerabilities that exist in the aging infrastruc-
ture of the United States.*> Who and what organizations are best postured to respond to
these cyberattacks is frequently debated. Which organization, acting within statutory
constraints and in alignment with international law and norms, should be granted af-
firmative authority to conduct offensive cyberspace operations is also under debate.*?

International Law and Cyberspace Operations

With so much uncertainty regarding what state conduct is permissible in the cyber do-
main, this article intentionally sets a high bar for crossing the cyber red line. Making a con-
nection between the virtual and physical world is best understood in terms of effects and
by taking into consideration what in the cyber world constitutes an attack that is equivalent

38. “Cyber Incident Reporting for Critical Infrastructure Act of 2022 (CIRCIA),” Cybersecurity and
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to a conventional attack.* The definition of a red line stated previously assumes there is a
threshold accepted by the international community at which an armed attack using CO
would warrant a permissible response of self-defense by the targeted state.

This section examines international law and norms as they apply to the use of force in
general, and how they are understood to apply to actions in the cyber domain in particular.
Cyberspace operations conducted by states that do not cross the cyber red line but are not
recognized as permitted state activity under international law fall into the cyber gray zone.
In recent years, the cyber gray zone has extended into commercial entities and civilian
populations, further complicating and broadening the scope of permitted state activity.*

The United States has long recognized the applicability of existing international law
to the cyber domain, acknowledging the “development of norms for state conduct in
cyberspace does not require a reinvention of customary international law, nor does it
render existing norms obsolete. [Instead,] long-standing international norms guiding
state behavior—in times of peace and conflict—also apply in cyberspace”*¢ The pri-
mary body of international law regulating when states may use force—jus ad bel-
lum—is rooted in the principles of sovereignty and nonintervention. Sovereignty in-
cludes the right of a state to control access to its territory and to exercise jurisdiction
and authority on its territory.*” The principle of nonintervention gives each state the
right to conduct its own affairs without outside interference.*® The two types of state
practices that run afoul of the principles of sovereignty and nonintervention are the
use or threat of “force” and the use of nonforceful but coercive intervention.*

The prohibition against the use or threat of force is found in article 2(4) of the UN
Charter: “All members shall refrain in their international relations from the threat or use of
force against the territorial integrity or political independence of any state, or in any man-
ner inconsistent with the Purposes of the United Nations.”>® The UN Charter does not offer
a definition of the use of force, nor has an authoritative definition been accepted by the in-

44. Ron Granieri and Patrick Walsh, “If-Then: Defining the Red Line in Cyberspace,” April 19, 2022,

45. Cassandra Steer, “International Humanitarian Law in the ‘Grey Zone’ of Space and Cyber,” CIGI
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ternational community. The International Court of Justice has stated the prohibition on use
of force applies to “any use of force, regardless of the weapons employed.”>!

The United States has long taken the position that the “inherent right of self-defense
potentially applies against any illegal use of force . . . [and] there is no threshold for a use
of deadly force to qualify as an ‘armed attack’ that may warrant a forcible response.”>

The principle of nonintervention has recognized exceptions, but generally, intervening
in a state’s choice of a “political, economic, social and cultural system, and the formulation
of foreign policy” is not permitted.> Yet, this is not a complete bar to state action, as states
may still promote and encourage the fulfillment of self-determination rights within an-
other state.>

International efforts to answer outstanding questions of how existing laws and
norms apply to cyberspace resulted in the Tallinn Manual and are supplemented by
the Tallinn Manual 2.0.%° The rules set forth in these two manuals are an attempt by
the so-named International Group of Experts to capture the current state of interna-
tional law and norms but are nonbinding on states and may continue to evolve with
changing national interests in cyberspace.

Scholarship has identified three main approaches for determining if a cyberspace op-
eration crosses the threshold to be considered a use of force or armed attack under interna-
tional law: an instrument-based approach, which looks at the form of weapon used and
whether the attack possesses the physical characteristics traditionally associated with mili-
tary coercion; the target-based approach, which treats any CO against critical infrastruc-
ture as an armed attack; and the effects-based approach, which focuses on the overall ef-
fects of the CO and considers factors such as severity, immediacy, and directness of harm.*®

Taking the three approaches into consideration, cyberspace operations “constitute
‘armed attack[s]” when they are aimed at causing irreversible disruption or physical
damage to a cyber-physical system, which is a physical system monitored or con-
trolled by computers.”>” The term significant is also an important consideration when
identifying if damage from a cyberattack warrants a use of force.” But if the intended
disruption or damage is trivial, or the cyberattack is aimed at causing disruption or
damage to computers or networks that do not monitor or control physical systems,

51. “Legality of the Threat or Use of Nuclear Weapons. Overview of the Case,” International Court of
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54. Stockburger, “Known Unknowns,” 31.
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68  Vol. 3, No. 2, Summer 2024


https://www.icj-cij.org/case/95
https://journals.law.harvard.edu/ilj/wp-content/uploads/sites/84/2012/12/Koh-Speech-to-Publish1.pdf
https://ndupress.ndu.edu/Portals/68/Documents/jfq/jfq-67/JFQ-67_40-48_Foltz.pdf
https://lawcat.berkeley.edu/record/1125693?v=pdf

Tennant, Nolan ¢» House

“the action could be considered an illegal ‘use of force’ or an ‘armed attack’ justifying
responsive force, depending on the gravity of the intended or reasonably foreseeable
consequences.”> This approach has considerable merit, but as discussed below, it is
incomplete without the consideration of several additional factors.

As mentioned, a recurring issue in the cyber domain is that of attribution—assign-
ing responsibility for a CO to a state or nonstate actor. In the Nicaragua v. United
States case, the International Court of Justice found that a state with “effective control”
over nonstate actors is responsible for those acts, at least within the context of military
operations.®® The International Criminal Tribunal for the Former Yugoslavia adopted
a different threshold of “overall control,” requiring state participation in the planning
and supervision of military operations.® In general, international law will find the
conduct of a person or group of persons to be “considered an act of a state under in-
ternational law if the person or group of persons were acting on the instructions of, or
under the direction or control of, that state in carrying out the conduct”®

A discussion of international laws relating to cyberspace operations would be incom-
plete without mentioning the one specific type of operations that is not viewed as a viola-
tion of international laws and norms, namely espionage. Espionage, whether through tra-
ditional physical methods or through CO, is generally tolerated by the international
community during peacetime, “because, among other things,” it “can reduce the chance of
a misunderstanding that could lead to a real conflict”®> But recent attacks targeting critical
infrastructure and those that seek to interfere with elections are becoming destructive
enough to be considered cyber warfare and thus moving toward a cyber red line.®*

The state that is the target of an espionage operation might rightly choose to respond
with punitive measures, but ordinary cyberspace operations to conduct espionage are not
included in this analysis. In the example of the SolarWinds attack, which had underlying
goals of espionage, the appropriate response would be for the United States to make it dif-
ficult for Russia to conduct espionage but not expect it to be prevented entirely.®®

Establishing Cyber Red Line Norms

Preventing and responding to the unique challenges of adversary actions in the
cyber domain require a whole-of-nation investment. One part of the US strategy is
integrated deterrence, which uses every tool at the Department of Defense’s disposal
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61. Stockburger, “Known Unknowns,” 31.
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in close coordination across the US government and with Allies and partners to de-
ter aggression by other states.®® This involves integrating across military domains—
land, air, maritime, space, and cyber—and nonmilitary domains, including eco-
nomic, technological, and information.®”

While the Department’s role in defending against or responding to gray-zone cy-
berattacks against US critical infrastructure and other private sector businesses is
becoming clearer, its appropriate response remains less clear. Within its eight Unified
Command Plan mission areas, strategic deterrence is the logical avenue for address-
ing gray-zone cyberattacks, drawing upon integrated deterrence as a mechanism to
combine capabilities across regions, domains, the spectrum of conflict, the US gov-
ernment and Allies and partners.®®

Strategic deterrence entails far more than nuclear operations and nuclear deter-
rence. Particularly in situations where tensions are already heightened, cyberspace
operations could contribute to a strategic deterrence failure. The role of strategic de-
terrence is to make the cost to adversaries high enough that they do not take military
action against the United States, its national interests, and its Allies and partners.
Considerations for understanding the intensity of gray-zone attacks can bridge the
cyber-specific gap between strategic and integrated deterrence.

Conclusion

While a gray-zone cyberattack against US critical infrastructure or private sector busi-
nesses might not look like a traditional kinetic attack, the outcomes and harms from a cas-
cading cyberattack could rapidly exceed the damage from one or even several conventional
kinetic weapons. The importance of effects—such as irreversible damage—and attribution
are key elements in understanding cyber red lines. This article provides a starting point for
future academic research to examine the details of specific cyber operations to determine if
these operations threatened the target state’s “sovereignty, peace, and security.”®

The International Group of Experts that created the Tallinn Manual and Tallinn
Manual 2.0 could not agree on what would constitute a cyber “armed attack,” with
some adopting an approach that limited it to physical effects and others supporting an
approach that focused on the severity of the effects and did not require they be physi-
cal in nature.”” Norms around the use of CO are still developing, leading to ambiguity
in terms of what constitutes an attack that would warrant the use of force, much less
the threat of force, in response as defined in international law.
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Defense and homeland security entities must coordinate efforts in order to under-
stand the gravity of potential attacks and to respond appropriately. Providing mecha-
nisms for timely analysis of an attack to clearly determine attribution is also needed.
Additional research and clarification are necessary to work toward agreed-upon terms
for cyberspace operations and gray-zone activities. Defining appropriate actions re-
lated to a response once attribution is determined will also clarify the course of action
the government under attack should take. In addition to potential physical damage,
defense entities should not underestimate the potential negative impact of significant
gray-zone cyberattacks from digital, economic, and societal harm perspectives as the
Department strives to deter those actions that threaten national security. &
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FElements aﬁ Deterrence .

EFFECTIVE

................................................... LUKE R. STOVER

Assurance of Allies and partners, particularly in the strategic realm of nuclear weapons, is
often viewed as ancillary to the larger objective of deterrence. Yet assurance, which seeks to
influence the decision of Allies and partners, is fundamentally different than deterrence,
even extended deterrence, which aims to shape the decisions of potential adversaries. A
proper understanding of assurance is critical in an age of renewed great power competi-
tion, where alliances and partnerships provide an asymmetric strategic advantage over
potential adversaries. This article proposes a robust definition of assurance as the perpetual
process and product of actions taken to enhance an ally’s or partner’s confidence in the
securities provided through United States’ military capability and national will. Such assur-
ance must not only be sustained and continually recalibrated but also primarily viewed
from the perspective of the assured, to ensure a democratic world order and continued
nonproliferation of nuclear weapons.

commonly stated goal of many US military activities, especially in the strate-

gic realm of nuclear weapons, is to deter potential adversaries and assure Al-

lies and partners.' Yet the goal of assurance can become subsumed in such
discussions, either conflated with or subordinated to a larger deterrence objective.
Even informal discussions among practitioners are often quick to address the deter-
rent value of a safe, secure, and effective nuclear capability, while the significance of
assurance to US Allies and partners provided by that same capability becomes almost
an afterthought.

Yet in an era of renewed great power competition, alliances and partnerships—
which have always been important—are more critical than ever. These relationships
provide an asymmetric strategic advantage; strong alliances and partnerships are built
and sustained through strong assurances.? Therefore, understanding and prioritizing

Colonel Luke Stover, USAF, is deputy commander of the 377th Test and Evaluation Group at Vandenberg Space
Force Base, California.

1. This article is based on a paper written under the auspices of the Los Alamos National Lab.
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assurance bolsters the strategic position of the United States and its Allies and part-
ners. Relegating assurance to an appendage of deterrence or assuming it is a foregone
conclusion will detract from America’s strategic advantage. Both Secretary of State Ant-
ony Blinken and Secretary of Defense Lloyd J. Austin have articulated this very issue:

Our alliances are what our military calls “force multipliers.” We're able to
achieve far more with them than we could without them. No country on
Earth has a network of alliances and partnerships like ours. It would be a
huge strategic error to neglect these relationships. And it’s a wise use of our
time and resources to adapt and renew them, to ensure they’re as strong and
effective as they can be.?

Despite such directives from defense leaders, the current understanding, imple-
mentation, and practice of assurance remains ill-defined. Assurance should be stud-
ied, developed, and nurtured as a strategic imperative to ensure the force multiplier
provided by strong alliances and partnerships. This article sees assurance as the pro-
cess and product of actions taken to enhance an Ally’s or partner’s confidence in the
United States’ military capability and national will. Such an understanding recog-
nizes assurance as a perpetual and iterative progression, where constant vigilance is
required to sustain and calibrate relationships between the United States and its Al-
lies and partners.

Furthermore, effective assurance, which must be primarily viewed from the perspec-
tive of the assured, is contingent upon credible capabilities, demonstrated past actions,
perpetual integration of Allies and partners, and a compelling vision of the expected
outcomes of assurance. Such outcomes include a trend toward a democratic world order
and continued nonproliferation of nuclear weapons. The strategic implications of these
outcomes are of principal importance in persistent great power competition.

Distinctions from Deterrence

In strategic discussions, deterrence and assurance are often used in the same
breath, yet the two are fundamentally different. Understanding the one thus helps to
understand the other. The idea of deterrence, both as a theory and a strategy, occupies
the minds of numerous academics and military professionals as much today as it has
for the past 80 years. For the purposes of this article, deterrence is defined as “the pre-
vention of action by the existence of a credible threat of unacceptable counteraction
and/or belief that the cost of action outweighs the perceived benefits”* This definition
can be further distilled as the equation

Deterrence = Capability x Will

3. Antony J. Blinken and Lloyd J. Austin III, “America’s Partnerships Are ‘Force Multipliers’ in the
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which recognizes that “reliable deterrence is achieved only when potential adversaries
perceive the multiplying effect of our capabilities and our will.”® If either military ca-
pability or national consensus of will is absent, then deterrence as a product is null.

The simplicity of this equation obscures the fact that myriad distinctions stem from
the core concept of deterrence These distinctions include but are not limited to deter-
rence by denial, deterrence by punishment, general deterrence, immediate deterrence,
easy deterrence, difficult deterrence, direct deterrence , and extended deterrence.” While
there is an abundance of literature on the topic of deterrence and its many iterations, a
detailed review is beyond the scope of this paper. Without addressing each of these sub-
sets in turn, this article briefly addresses the idea of extended deterrence, which is par-
ticularly germane to a discussion of assurance.

Assurance Defined

The concept of extended deterrence, wherein a US deterrent capability is projected
to prevent a potential adversary’s actions against an ally, is clearly intertwined with the
concept of assurance; however, they are not synonymous. Deterrence, including ex-
tended deterrence, is aimed at shaping the decision calculus of potential adversaries.
Assurance, on the other hand, is intended to shape the decisions of allies.

Just as there are different forms of deterrence, there are various forms of assurance.
One study delineates four primary variants of assurance used throughout policy and
strategy literature.® First, assurance may be viewed as a component of deterrence. This
variant of assurance is the proverbial carrot to be used in harmony with a deterrent
stick. If a state heeds a deterrent, it will reap benefits by means of assurances.

Second, reassurance is a means by which one state assures another that its inten-
tions are not aggressive. Third, nonproliferation-related security assurances address
policy issues regarding the spread of nuclear weapons. The fourth and final variant of
assurance is what is termed alliance-related assurance. This variant of assurance is fos-
tered between treaty allies as a commitment to mutual defense. This article is primar-
ily focused on the fourth variant and includes considerations of partners, although the
nonproliferation variant is also relevant to the discussion.

Assurance is not formally defined by the Defense Department. While the DOD Dic-
tionary of Military and Associated Terms includes assure and deter as strategic effects, it
does not define the terms assure or assurance. Perhaps the closest the Department

5. Russell Dougherty, “Capability x Will = Deterrence,” Air & Space Forces Magazine, June 1, 1984,
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has come to defining the term was in the 2022 Nuclear Posture Review. Here, effective
assurance of Allies and partners is characterized as

built on a shared view of the security environment and deterrence challenges; a
commitment to risk- and burden-sharing, modern and effective nuclear forces;
robust consultation processes; and Ally and partner confidence that the United
States has the will and capability to meets its security commitments.’

This is a maturation of earlier ideas of actively assuring Allies and partners, as ex-
pressed in the 2001 Quadrennial Defense Review. Here, the Department of Defense
categorized assurance as the United States’ commitment to “honor its obligations and
... be areliable security partner.” It further notes, “Through its willingness to use
force in its own defense and that of others and to advance common goals, the United
States demonstrates its resolve and steadiness of purpose and the credibility of the US
military to meet the Nation’s commitments and responsibilities”'® This excerpt cap-
tures the essence of assurance but falls short of a formal definition.

Outside the Defense Department, assurance is defined in equally limited and infor-
mal ways. The National Research Council, for example, posits that assurance is “con-
vincing an ally of U.S. commitment to and capability for extended deterrence for the
purpose of dissuading the ally from developing its own nuclear arsenal”' While this
definition adequately captures key principles such as commitment and capability, it
restricts the end goal of assurance to nonproliferation. Other vague definitions include
“an attempt to increase an ally’s feeling of security from external threat” and an objec-
tive that “requires the easing of allies’ fear and sensitivities”** The paucity of formal
definitions of assurance in military literature lends credence to the thesis that assur-
ance is often an afterthought or appendage to deterrence. Given the importance of
assurance, a formal definition will enhance mutual understanding of the concept and
bridge connections between US policy and military strategy.

Therefore, this article proposes the following definition of assurance: The process
and product of actions taken to enhance an Ally’s or partner’s confidence in securities
provided through the capability and will of the US government. This definition reflects
three key attributes of the concept. First, assurance is both a process and a product. It
is never only an end result, but rather a perpetual and iterative progression. It is a

9. Lloyd J. Austin III, 2022 Nuclear Posture Review (Washington, DC: Office of the Secretary of De-

11. National Research Council of the National Academies, U.S. Air Force Strategic Deterrence Analytic
Capabilities: An Assessment of Tools, Methods, and Approaches for the 21st Century Security Environment
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prime example of an “infinite game.”'* Second, the variables that make deterrence ef-
fective, capability and will, also make assurance effective. Third, the effectiveness of
assurance must always be assessed from the perspective of the ally, not just from the
perspective of the United States.

Alliances and Partnerships: The Root of Assurance

As previously stated, assurance shapes the decisions of Allies and partners. There-
fore, a proper understanding of assurance is rooted in a clear understanding of alliances
and partnerships—why states choose to form these relationships and why they remain.
Security studies scholar Glenn Snyder’s work is helpful here and can be extended in
theory for the purposes of the article to apply to partnerships as well. He asserts that in
a multipolar international system, where security is of primary importance, nations will
form alliances for two reasons: “(1) some states may not be satisfied with only moder-
ate security, and they can increase it substantially by allying if others abstain; [and] (2)
some states, fearing that others will not abstain, will ally in order to avoid isolation or to
preclude the partner from allying against them”'* This is, in short, a game-theory-
centered answer to the question of why states enter into these relationships.

Snyder also addresses the question of why states remain in alliances by examining a
cost-benefit analysis between the primary risks of alliances: abandonment and entrap-
ment."® Broadly, abandonment is the risk that an Ally will not hold up its end of a se-
curity agreement. Conversely, entrapment is the risk that a state will be compelled to
fight a war, for which it holds little or no interest, in defense of an Ally. Alliances hold
“both prospective good and prospective bad consequences; and the ‘goods’ and ‘bads’
for each alternative tend to be the obverse of those of the other”

In an alliance security dilemma, the “principal ‘bads’ ” are abandonment and en-
trapment and “the principal ‘goods’ are a reduction in the risks of being abandoned or
entrapped by the ally.”*® This logic also helps to explain the alliance gradient that exists
from formal alliances to partnerships, to friendly nation relationships to positions of
neutrality. The more formal an alliance, the higher the risks—and potential rewards—of
the alliance relationship. To tilt any Ally’s perception in favor of continued alliance,
where the benefit outweighs the risk, the United States must actively cultivate and
nurture a mindset of effective assurance. To understand the process and product of
assurance is to understand the dynamics of US relationships with its partners and Al-
lies, as the one depends on the other.

13. Simon Sinek, The Infinite Game (London: Portfolio Penguin, 2020).
14. Glenn H. Snyder, “The Security Dilemma in Alliance Politics,” World Politics 36, no. 4 (1984): 462,

15. Snyder, 466.
16. Snyder.

76  Vol. 3, No. 2, Summer 2024


https://doi.org/10.2307/2010183

Stover

Elements of Effective Assurance

Effective assurance can be measured by several factors. Snyder proposes five deter-
minants that states consider as part of the alliance security dilemma: (1) relative depen-
dence of the partners on the alliance, (2) strategic interest of Allies in defending each
other, (3) explicitness of alliance agreements, (4) the degree to which an Ally’s interests
are in conflict with a potential adversary, and (5) recent past behavior of Allies."”

When viewed through the lens of assurance, these determinants may be expressed
in a similar form. To effectively assure Allies and partners, the United States demon-
strates its capability and will through (1) robust capabilities, (2) past actions, (3) a
compelling vision, and (4) perpetual integration. Therefore, assurance may be ex-
pressed as

Assurance = Robust Capabilities x (Past Actions + Compelling Vision + Perpetual Integration)

The first variable, robust capabilities, addresses Snyder’s first determinant, relative
dependence. The United States must maintain robust capabilities that contribute to
the collective security of an alliance. This variable is multiplicative and must be pres-
ent for assurance to be effective. The next three variables are congruent with Snyder’s
final four determinants in that they collectively encompass the concept of will. These
variables seem to be additive rather than multiplicative: assurance may exist—albeit
in a limited capacity—with varying degrees of these variables, but each undoubtedly
adds to or subtracts from it.

Robust Capabilities

A broad range of robust capabilities is paramount to US assurance of Allies and
partners. The cornerstone of such capabilities is a safe, secure, and effective nuclear
deterrent. Nuclear weapons are a foundational capability that serve as the backstop for
deterrence and assurance alike. As long as nuclear weapons exist in a geostrategic con-
text, the sustainment and modernization of the United States’ nuclear stockpile and
delivery systems must remain a fundamental, enduring priority in US national secu-
rity strategy. Yet while the effective assurance of Allies and partners starts with a
strong nuclear deterrent posture, it does not end there. Nuclear weapons cannot, and
should not, be used to deter or assure in every situation.

Instead, nuclear weapons must be complemented by a broad range of military, in-
formation, diplomatic, and economic capabilities better suited to influence a poten-
tial adversary’s actions across the competition continuum.'® This is the idea behind

17. Snyder, 471-75.
18. Joint Warfighting, Joint Publication 1, vol. 1 (Washington, DC: Chairman of the Joint Chiefs of
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integrated deterrence, a hallmark of the 2022 National Defense Strategy."® Likewise,
integrated assurance, wherein all instruments of national power are used in concert
to positively assure Allies and partners, must also become part of the US defense lex-
icon. As such, the development and fielding of future US capabilities should include
a deliberate assessment of what, if any, assurance they may be able to provide to allies
and partners.

The intellectual and industrial capacity to develop, design, build, and field future
capabilities is, in and of itself, a fundamental capability. This capability has been a core
competency of the United States for the past 120 years. Yet, as the twenty-first century
continues to shift from an era of warfare characterized by industrial capacity toward
an era characterized by information-centric technologies, the United States must con-
tinue to shift its capabilities in kind.

Artificial intelligence, machine learning, microelectronics, and metadata are all
ubiquitous terms in the modern age. The familiarity of these terms, however, should
not undermine the critical implications of these information-centric technologies,
and others like them, for the effectiveness of US assurance strategies in great power
competition. As one scholar asserts, “Emerging technology is diffusing into an inter-
national system in which the United States has been the world’s leading power for the
past several decades”*° Understanding the character of twenty-first-century warfare is
paramount to developing the right capabilities for present and future conflicts.

Past Actions

Past actions inform the present and often shape the future. History is replete with
examples of US actions that enhanced an Ally’s confidence in the capability and will of
the US government. Perhaps the clearest example is the stalwart commitment of the
United States in World War II in the Pacific and European Theaters. Although the Jap-
anese attack on Pear] Harbor and the subsequent declaration of war from Germany
and Italy forced America’s hand to enter the conflict, the scale and scope of the US
response are categorically remarkable. The resolute demonstration of the US capability
to energize a burgeoning industrial base to produce weaponry and war materiel on an
unprecedented scale, coupled with the will to employ such capability, clearly shaped
the outcome of the war.

The primary point of this example—while perhaps an oversimplification of US in-
volvement in World War II—is that the demonstration of US capability and will
brought an extraordinary level of assurance among Allies. The United States assumed
the mantle of leadership in shaping the postwar international order upon this founda-
tion of assurance, the most significant product of which was the establishment of
NATO, an alliance of enduring political and military importance.

19. Jim Gamarone, “Concept of Integrated Deterrence Will Be Key to National Defense Strategy, DOD

78  Vol. 3, No. 2, Summer 2024


https://www.defense.gov/News/News-%20Stories/Article/Article/2866963/concept-of-integrated-deterrence-will-be-key-to-national-defense-strategy-dod-o/
https://www.airuniversity.af.edu/Portals/10/SSQ/documents/Volume-15_Issue-4/D-Kroenig.pdf

Stover

Certainly, there are historical examples of the inverse, where US action, or inaction,
detracted from an Ally’s or partner’s confidence in the capability and will of the US gov-
ernment. The point is one of perspective. Assurance does not start, or end, with the poli-
cies and actions of today. Assurance must be viewed through the long lens of history. In
the same way that US actions during World War II shaped Allied perceptions for genera-
tions, so will US actions today shape such perceptions well into the future. That future
age, shaped by a compelling vision, is also vitally important to assurance.

Compelling Vision

To what end? This is a fundamental question that shapes deterrence and assurance
theory alike. Every strategic action should be framed by a future goal, objective, or
end state. Without a clear and compelling vision of what lies ahead, it is exceedingly
difficult to convince Allies and partners to journey alongside. Strategic objectives
rarely perfectly align between states. Yet the more plainly the United States defines
and articulates its grand strategy, seeks consensus from allies early and often, and tai-
lors efforts by region, the greater the assurance provided.

Great power competition is, at its core, a tension between competing worldviews.
The development and nourishment of a free, open, and democratic society has long
been a strategic objective of the United States. The more clearly the United States can
demonstrate and articulate the merits of democracy, the stronger its position by which
to assure like-minded Allies and partners.

The Biden Administration’s Summit for Democracy in December 2021 aimed to do
just that. The free and open exchange of perspectives among democratically elected
leaders from over 100 states certainly reinforced the merits of democracy to a global
audience. But the summit also highlighted the need to protect and nurture the idea, or
vision, of what democracy should be. As President Joseph R. Biden previously stated,
“Democracy doesn’t happen by accident. We have to defend it, fight for it, strengthen
it, renew it. We have to prove that our model isn’t a relic of our historys; it’s the single
best way to revitalize the promise of our future”*' This future is growing increasingly
complex amid a rapidly evolving global security environment.

The assurance posture of the United States must be flexible enough to anticipate
and respond to such an environment while maintaining a clear azimuth toward an
overarching US vision of promoting free, open, and democratic societies. This re-
quires consistent and in-depth consultation and dialogue with Allies and partners
about the shifting regional and global security environment and how best to meet
such challenges head on.

21. Joseph R. Biden Jr., remarks, 2021 Virtual Munich Security Conference, Washington, DC, Febru-
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As the 2018 Nuclear Posture Review articulates,

Similar to deterrence, there is no ‘one size fits all’ strategy for assurance. As-
surance measures must continually adapt to the shifting requirements of a
highly dynamic threat environment. Our assurance strategies are tailored to
the differing requirements of the Euro-Atlantic and Asia-Pacific regions, ac-
counting for the differing security environments, potential adversary capa-
bilities, and varying alliance structures.*”

What remains consistent across regions is the need for the United States to remain
integrated with Allies and partners as part of an effective assurance posture.

Perpetual Integration

The idea of burden sharing is central to the concept of assurance. To be effective,
assurance must be rooted in a shared commitment of both risks and responsibilities
between states.”® Only when a state has “skin in the game” will it be fully committed to
an assurance relationship. Formal alliances and treaties are effective means by which
such shared commitments are codified. To galvanize these alliances and treaties, the
United States often demonstrates its assurance commitment through the integration
of military forces.

Foreign basing, joint training, intelligence sharing, and foreign military sales are
tangible examples of how the United States integrates military forces with Allies and
partners to promote assurance. These activities are critically important and should be
selectively maintained or enhanced to promote regional assurances vital to the na-
tional interests of the United States and its Allies and partners. While the US military
cannot maintain a permanent worldwide presence—nor should it—the selective pos-
turing of US military forces overseas sends an unequivocal message to Allies, partners,
and potential adversaries alike. Such posturing provides a clear nexus with deter-
rence-by-denial strategies, which most scholars believe to be more effective than de-
terrence by punishment.?*

Integration occurs at the strategic, operational, and tactical levels, all with pro-
found effects. Strategically, the decision to posture US military forces overseas pro-
vides a crystal-clear signal about the importance of the inter-state relationship. Opera-
tionally, large-scale training exercises provide an opportunity for military forces to put
strategy in motion and reinforce the need for, and benefit of, the robust capabilities

22. James N. Mattis, Nuclear Posture Review (Washington, DC: Office of the Secretary of Defense,

24. John J. Mearsheimer, Conventional Deterrence (Ithaca, NY: Cornell University Press, 1983); Glenn
H. Snyder, Deterrence and Defense: Toward a Theory of National Security (Princeton: Princeton University
Press, 1961); and Mazarr, Understanding Deterrence.
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previously highlighted. Tactically, integration of US, Ally, and partner military forces
forms a relational glue, promulgating assurance across fielded forces.

Collectively, perpetual integration, a compelling vision, past actions, and robust capa-
bilities enrich the assurance relationship between the United States and its Allies and part-
ners. Such assurance is a strategic imperative, yet assurance is not without its challenges.

Measures of Assurance

Given the complexity of understanding and applying assurance theory, what is the
measure of effective assurance? Since assurance is ongoing, both a process and inter-
minable product, it is meaningless to define an end state when assurance is complete.
Yet there are tangible measures that serve as indicators as to the relative success of as-
surance: nonproliferation of nuclear weapons; an enduring trend toward a free, open,
and democratic international order; and the positive perception of the Allies and part-
ners for whom United States assurance efforts are intended.

Nuclear Nonproliferation

Nuclear nonproliferation is a fundamental reason why the United States provides
extended nuclear deterrence to its Allies and partners. As the 2022 Nuclear Posture
Review expresses,

Part of our assurance to Allies and partners is a continued and strengthened
commitment to arms control, nuclear nonproliferation, and nuclear risk re-
duction to improve collective security by reducing or constraining adversary
capabilities.*®

An Ally’s or partner’s confidence in the capability and will of the US nuclear deter-
rent is an important litmus test for the effectiveness of US assurance writ large. So as
not to compound the increasingly complex twenty-first-century global security envi-
ronment, maintaining current bounds of nuclear proliferation is a critically important
objective in US national security strategy. As such, a principal measure of effective
assurance is maintaining the status quo of nuclear versus nonnuclear states under the
terms of the Treaty on the Non-Proliferation of Nuclear Weapons.

Democratic International Order

Another positive indicator of effective US assurance is global and regional trajecto-
ries toward a democratic system of governance. This includes the broad international
affirmation of the basic human rights of a free, open, and democratic society.?®

25. Austin, Nuclear Posture Review, 14.
26. See, for example, Freedom in the World 2024: The Mounting Damage of Flawed Elections and Armed
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Perceptions of Allies and Partners

An Ally’s or partner’s confidence is arguably more important to assurance than the
actual will and capability upon which such confidence is based. An Ally or partner
state’s actions, signaling, and messaging all provide indicators of how it perceives the
effectiveness of US assurances. Yet to truly understand the perception of assurance
from an Ally’s or partner’s perspective, enduring communication is required.

As former British Defence Minister Denis Healey argued in the 1960s, successful
alliance relationships are a challenging endeavor.?” Cultural differences, divergent
strategic objectives, and language barriers contribute to the complexity of these rela-
tionships. Assurance will only succeed through clear, consistent, and collaborative
communication and consultation, the bedrock of assurance.?®

Challenges of Assurance

Healey famously articulated in his “Theorem” that “it takes only five per cent cred-
ibility of American retaliation to deter the Russians, but ninety-five per cent credibility
to reassure the Europeans.”®® The practice of deterrence is a complex endeavor, but
that of assurance is even more challenging.

Through five key principles, the National Research Council aptly summarizes the dif-
ficulties in characterizing, understanding, and achieving assurance. First, “Even at its
simplest, assurance is complex.” Specifically, the interpersonal and inter-state relation-
ships necessary for effective assurance relationships are difficult to achieve and maintain,
“because it involves building—and sustaining—trust and confidence among people,
organizations, and countries”’* Yet while cultivating an Ally’s or partner’s confidence in
the will and capability of the US government may not be easy, it is worth pursuing. The
complexity of assurance demands a perpetually robust commitment to ensure its effec-
tiveness.

Second, just as there are varying types of assurance, “there is no single definition of
credibility”' As one political scientist asserts, “There is an extensive literature on alli-
ances, but very little in this literature explores what makes a state regard the commit-
ment of an ally as credible”** Certainly, credibility of assurance is enhanced when such
assurance is viewed from the vantage of the assured, when assurance guarantees are tai-
lored to meet the dynamic needs of different states in different regions, and when such
assurances are framed by a compelling vision of the value proposition they hold.

27. Denis Healey, The Time of My Life (London: W. W. Norton, 1989).
28. Austin, Nuclear Posture Review.

29. Healey, 243.

30. National Research Council, Strategic Deterrence, 30-31.

31. National Research Council, 30.

32. Knopf, “Varieties,” 382.

82  Vol. 3, No. 2, Summer 2024



Stover

Third, for all its benefits, “assurance can have negative side effects,” and Ally or
partner efforts may run counter to US interests.? In reference to the discussion of
abandonment versus entrapment, states must persistently examine alliances, ensuring
rewards outweigh risks. These potential negative side effects may be mitigated, to
some extent, through clear and persistent communication between Allies and partners
as well as through a certain degree of ambiguity, when appropriate, in messaging in-
tent to potential adversaries. Drawing red lines should be the exception, not the rule,
and must be reserved for clear existential threats against an alliance.

Fourth, “assurance involves all forms of national power.** Large, bureaucratic govern-
ments such as the United States struggle to effectively coordinate efforts both within and
between departments. Since assurance is not, and should not be, a military-only effort, en-
gagement across the interagency is paramount to the success of an integrated assurance
approach. Enhancing collective understanding across the US government of what assur-
ance is and why it is important should be a principal objective of any administration.

Fifth, in a dynamic global security environment, “What assures changes?”** In
other words, how does the United States flex assurances to adapt to shifting security
dilemmas? Deterrence is viewed by most as having a stabilizing effect. Assurance
should do the same. Alliances and partnerships that are sustained through deliberate,
ongoing assurance will be better postured to address rapid changes in global or re-
gional security environments. As the 2010 Quadrennial Defense Review pronounces,
“You can't surge trust.”*® Assurance must be sustained in perpetuity, treated as a stra-
tegic imperative.

Conclusion

Effective assurance is a strategic imperative in US security policy. Accordingly, a
clear definition and understanding of assurance from the US perspective is vital. A
theory of assurance understood as the process and interminable product of actions
taken to enhance an Ally’s or partner’s confidence in securities provided through the
capability and will of the US government is a firm step toward a cohesive US assur-
ance policy. Understanding assurance as a process means actions undertaken are con-
stant and comprised of numerous variables, including robust capabilities, past actions,
a compelling vision, and perpetual integration. Finally, assurance, when properly un-
derstood, is assessed primarily from the perspective of the Ally or partner.

The force-multiplying effects of maintaining strong alliances are difficult to quan-
tify, both from the perspective of allies and potential adversaries. But alliances clearly
provide an asymmetric strategic advantage, and strong alliances are built and sus-
tained through strong assurances.’” Assurance must never be an afterthought to

33. National Research Council, Strategic Deterrence, 31.
34. National Research Council, 31.

35. National Research Council, 31.

36. Quadrennial Defense Review, 63.

37. Austin, National Defense Strategy.
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Effective Assurance

deterrence; it must be studied, developed, and nurtured as the strategic imperative
that it is. This article only scratches the surface of what should be a robust and endur-
ing dialogue about what assurance is, what it is not, and why it matters. &
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Elements of Deterrence .

TENSIONS ON THE

JESSICA RENEE TAYLOR

As the 2024 US presidential election approaches, provocations by North Korea are ex-
pected to increase in frequency and severity, increasing tensions on the Korean Peninsula.
In deterring aggression amid a dearth of communication with Pyongyang, the US-North-
east Asia alliance system must reassess its strategic messaging in its responses to North
Korea’s provocations and in alliance military exercises while also avoiding inadvertently
raising such tensions. At the same time, the United States must also strive for long-term
policy stability relating to the Indo-Pacific region to avoid undermining deterrence and
public confidence of alliance system member states.

§ 2024 commenced, Democratic People’s Republic of Korea (DPRK, or North

Korea) experts debated whether North Korean leader Kim Jong-Un had decided

to go to war.! Although the issue remains unsettled, based on historical data, the
general consensus is that as the United States’ 2024 presidential election nears, there will
likely be an uptick in the frequency and severity of the DPRK’s destabilizing military ac-
tivities, often referred to as provocations.” The anticipated tense security environment on
the Korean Peninsula mandates that the US-Northeast Asia alliance system—comprising
the US bilateral alliances with the Republic of Korea (ROK, or South Korea) and Japan
and the trilateral cooperation among the ROK, Japan, and the United States—review its
strategic communication approach to North Korea with the goal of strengthening deter-
rence while simultaneously preventing an inadvertent escalation in tensions.

Potential for Conflict

While this author concurs with experts who argue it is unlikely that Kim Jong-Un has
made the decision to go to war, the environment is ripe for North Korean armed

Major Jessica Taylor, USAFR, a nonresident fellow in the Indo-Pacific Security Initiative at the Atlantic Council’s
Scowcroft Center for Strategy and Security, has a master in foreign service from Georgetown University.
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Tensions on the Peninsula

aggression below the threshold of full-scale conflict. For starters, the expected spate of
provocation comes amid a lack of communication between Pyongyang and the alli-
ance system, increasing the odds of inadvertent escalation, particularly as a result of a
misinterpretation of the alliance system’s intent.?

Second, Northeast Asia geopolitical tensions have been building and will likely
continue unabated. Accompanying increased tensions have been what are perceived
as tit-for-tat displays of advancing military capabilities and aggressive rhetoric be-
tween Pyongyang and the alliance system. The combination of these factors increases
the risk of miscalculation in a situation that currently lacks avenues to seek clarifica-
tion and that is marked by a persistent and pervasive lack of trust.

Complicating matters is that North Korea has been emboldened by its emerging
security cooperation with Russia.* Amid outrage surrounding Russia’s invasion of
Ukraine, it is unlikely Moscow will pressure Pyongyang in line with the international
community’s concerns. Likewise, Beijing continues to enable Pyongyang’s evasion of
sanctions, raising questions about its willingness to rein in North Korea.’

Lastly, if North Korea displays a capability to hold the US homeland at risk with
nuclear weapons, its leadership will be further emboldened to sow doubt in US secu-
rity guarantees to South Korea and Japan. This could lead Pyongyang to calculate it
can undertake limited armed aggression with impunity, believing the White House
would be hesitant to respond.®

A Role for Strategic Communication

The US Department of Defense’s concept of strategic communication stresses the
importance of US government efforts in concert with its Allies to “engage key audi-
ences to create, strengthen, or preserve conditions favorable for the advancement of
[its] interests, policies, and objectives through the use of coordinated programs, plans,
themes, messages, and products synchronized with the actions of all instruments of
national power”” In line with this effort, the US-Northeast Asia alliance system must

3. Jeongmin Kim, “North Korea ‘Blocking’ Hotlines to South Korea, Unification Ministry Says,” NK

6. Sooyoung Oh, “What the US Midterm Results Mean for South Korea’s Security and Economy:
China Remains at Center of US Foreign Policy in East Asia, Leaving Little Room for Imagination on the
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employ strategic communication to influence Pyongyang to avoid escalating geopo-
litical tensions.®

Yet the DoD’s Strategic Communication Joint Integrating Concept stresses that messag-
ing is only complete once the receiver has interpreted the message. Thus the challenge of
effective communication is to anticipate what signal will trigger the desired interpreta-
tion.” Or as one analysis on strategic narratives notes, “military strategy rooted in elite
politics and social dynamics is difficult to separate from strategic narratives,” emphasiz-
ing that “military strategy forms a meaningful discourse that unites political narration,
public understanding, and the application of military force to influence as adversary”*°

Therein lies the crux of the matter: the US-Northeast Asia alliance system must
avoid inadvertently escalating tensions with an opponent that refuses to communicate
while simultaneously maintaining readiness to strengthen deterrence and reassure its
public of its commitment to protect and defend it from aggression.

To address this conundrum, this article offers recommendations for the US-North-
east Asia alliance system to adjust its strategic communication in the areas of its strategic
messaging surrounding DPRK provocations and US Ally and partner regional military
exercises. This article also contends that the United States must seek long-term policy
stability with regard to security guarantees for alliance system member states that sup-
ports the strategic messaging objectives of deterrence and public reassurance.

DPRK Provocations and Responses

Among the most pressing areas in need of strategic communication adjustments is
the perceived US-Northeast Asia alliance system’s military responses to the DPRK’s
provocations that fall below the threshold of armed aggression.

Some alliance system activities, such as missile tests, have occurred after a provoca-
tion by North Korea. As a result, media outlets in and outside South Korea report that
these alliance activities add to tensions on the Korean peninsula. Yet DoD and State De-
partment officials stress the alliance system’s military maneuvers are scheduled well in
advance and are not in direct response to any one such provocation. Instead, officials
note that such prescheduled activities are intended to maintain military readiness.'' But
if the information space—including the media and policy forums—views the alliance
system’s activities as responses to individual DPRK provocations, how does North Korea
perceive these activities? The uncertainty surrounding this question warrants an alliance
system that intentionally works to avoid having its intent misinterpreted.

8. See, for example, David K. Berlo, The Process of Communication: An Introduction to Theory and
Practice (New York: Holt, Rinehart and Winston, 1960), 11-12; and Carl Hovland, gtd. in Dick Lee, “De-

9. DoD, Strategic Communication.
10. Nick Blas, “Beyond Storytelling: Operationalizing Strategic Narratives in Military Strategy,” Zther:

11. Author interviews, off the record, with various senior DoD officials, April 8-18, 2024.
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Tensions on the Peninsula

The ongoing spate of DPRK missile tests has the region on edge."? Pyongyang has
unilaterally scrapped the entirety of the inter-Korean Comprehensive Military Agree-
ment (CMA)—the 2018 military accord between it and Seoul intended to ease inter-
state tensions through implementing measures including ending military drills near
the border and establishing no-fly zones—and has started to rebuild armed guard
posts along the inter-Korean border, among other anti-CMA provisions, increasing
tensions on the peninsula."® Kim Jong-Un has also rejected the maritime border be-
tween the Koreas, threatening to use force against vessels in this area.'* North Korea’s
provocations have included firing artillery shells into the inter-Korean buffer zone and
warning of “an unpredictable phase” on the Korean Peninsula, all in all increasing the
odds of accidental armed exchange in the border region."

As the author has written elsewhere, every provocation from North Korea is not
deserving of a response. Instead, the alliance should acknowledge certain military ex-
ercises as normal and expected, adhere to a schedule of military exercises, and
strengthen missile defense, thus focusing on maintaining readiness and deterrence
and avoiding “the political pressure and pitfalls of continuing to respond to North Ko-
rea’s antics.”'® If the alliance system’s actions are being incorrectly perceived as in re-
sponse to the DPRK’s provocations, the alliance system should then take steps to cor-
rect the narrative in an effort to strengthen crisis stability.

Despite the US government’s stance that the alliance does not respond to individual
DPRK provocations, this claim is not consistent with historical data nor is it currently
consistent across the alliance system. For instance, the South Korea—US alliance con-
ducted exercises in response to a 2017 North Korean intercontinental ballistic missile
launch.'” Today, under the ROK’s Yoon administration, Seoul has taken a more asser-
tive stance by not only responding in kind but also often upping the ante to DPRK
provocations.'® Notably, so far under the Yoon administration, all of the DPRK’s prov-
ocations have been below the threshold of an imminent armed threat.

North Korea and the international media have interpreted the US-Northeast Asia
alliance system as flexing its military prowess in response to DPRK provocations. This

12. Karl Friedhoff, “Redeploying US Tactical Nukes May Not Go Far Enough for South Koreans,” Ko-

18. Ju-min Park and Soo-Hyang Choi, “North Korea Fires Artillery at Sea against South Military
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perceived demonstration of military power has at times included shows of force
through missile tests, live artillery fire, and the US deployment of nuclear-capable
weapon systems within the vicinity of North Korea."

Pyongyang’s misperception of the alliance system’s intent poses some risks. For in-
stance, alliance activities in response to DPRK provocations increase the likelihood of
misinterpretation of alliance signaling possibly due to an accident or a misreading of
the alliance system’s posture. For example, in October 2022, a missile crashed imme-
diately after launch at a ROK military base during a joint drill by South Korea and the
United States, which the ROK joint chiefs of staff reported as a response to the DPRK
launching of intermediate-range ballistic missiles the day prior.*° But what would have
happened if this missile had instead landed in the vicinity of North Korea? The lack of
communication with Pyongyang only further heightens the risk of a retaliatory re-
sponse since the alliance would not be able to notify the North Korean government of
the accident.

Observers note that what should be especially alarming for South Korea in possible
scenarios like this is the DPRK’s success in producing solid-fueled ballistic missiles,
which reduce the time required for Pyongyang to prepare missile launches, increasing
the chance of an immediate retaliation.>! By thus responding to a provocation that did
not pose an imminent threat, the alliance risked an escalation in tensions from a po-
tential accidental misfire. But even absent an accident, militarily responding to such
provocations still risks the misinterpretation of the alliance’s messaging as an immi-
nent attack on North Korea. As one scholar argues, the alliance cannot be sure its in-
tended message of a show of force will be perceived as such by North Korea.*

North Korea’s shifting nuclear employment doctrine only further complicates mat-
ters. Pyongyang now proclaims that military officials can use an “operation method”
predetermined to conduct a nuclear strike “immediately” and “automatically” at a
time of emergency where the core command leadership is under danger.®> Observers
note these changes all suggest North Korea now includes signs of “imminent attack”
as conditions to use nuclear weapons, which marks a significant break from the DPRK
2013 law that only listed situations of second strike, not preemptive strikes.** This

19. William Gallo, “South Korea Embraces “Tit for Tat” Approach to North’s Provocations,” VOA [Voice

22. Van Jackson, On the Brink: Trump, Kim, and the Threat of Nuclear War (Cambridge, UK: Cam-
bridge University Press, 2018).
23. Colin Zwirko and Jeongmin Kim, “Kim Jong Un Says He Will ‘Never Give Up’ Nuclear Weapons,
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further heightens the importance of the US-Northeast Asia alliance system avoiding
military responses to provocations that do not pose an imminent threat.

Strategic Communication Recommendations

The alliance system should abstain from militarily responding to DPRK
provocations that fall below the threshold of an immediate threat to the system’s
territories and populations.

Some observers argue the populations of alliance member states are the intended
audience of alliance military responses to DPRK provocations, rather than North Ko-
rea itself. This is partially correct. Not only is the US-Northeast Asia alliance messag-
ing focused on Pyongyang but it also aims to reassure the public of the system’s politi-
cal will and military ability to respond in a unified fashion in the event of armed
aggression. Yet there are a couple of issues with this approach as it pertains to those
provocations that do not pose an immediate armed threat.

For one, military responses to such provocations do not replicate the political or
the military decision-making environment that alliance senior leaders would have to
confront amid a crisis that did pose an immediate threat. For instance, in responding
to a provocation, the White House likely does not assess that it risks a DPRK nuclear
retaliatory strike on the US homeland by doing so.

Furthermore, there is little evidence that alliance military activities perceived as
a reaction to DPRK provocations below the threshold of an immediate threat aid in
reassuring the Allied public of the alliance system’s will and capability to come to
their defense if necessary. Instead, calls in South Korea, and to a much lesser extent
Japan, for the states to obtain an indigenous nuclear weapon capability are increas-
ing.?* In addition, concerns have been raised among the ROK public and regional
observers that the efforts to militarily respond to the DPRK’s provocations are add-
ing to tensions unnecessarily.?® As a result, responding to such provocations not
only fails to achieve the alliance’s objectives but also risks inadvertently raising ten-
sions and losing the international community’s support for its actions.

The risks of inadvertent escalation significantly outweigh any benefits to a military
response. Instead, the alliance system should focus on communicating that it can and
will respond to armed aggression. And despite the frustrations with the DPRK’s desta-
bilizing behavior and the lack of progress in achieving lasting peace on the peninsula,
the alliance system should continue to focus on diplomatic avenues to reach such a
peace, reserving military avenues to respond to armed attacks.

25. Sayuri Romei, “Watching Ukraine, South Korea and Japan Eye Nuclear Weapons. Here’s What the

26. Jenny Town and James M. Lindsay, “North Korea’s Nuclear Program with Jenny Town,” April 11,
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The US-Northeast Asia alliance system should amplify its strategic
communication ahead of and following its military activities.

To avoid the misinterpretation of its military readiness activities, the alliance system
should increase its contact with the information environment surrounding such activi-
ties.”” As previously mentioned, senior US government officials proclaim these activities
are not conducted in response to any individual DPRK provocation.? This does not
seem to be reflected in what amounts to unilateral activities from alliance members, as
Seoul has demonstrated it will militarily respond to DPRK provocations.” Yet, while the
alliance systems members at times may act unilaterally, the alliance system should still
work collaboratively under shared objectives and be able to effectively communicate
those objectives to avoid inadvertent conflict.

Former ROK senior government adviser Moon Chung-In asserts that South Korea
has been more tepid in its responses to DPRK provocations into 2024 due to US pres-
sure, demonstrating that such collaboration can be achieved.*® Yet this is only a partial
solution. To deter armed conflict, the alliance will still need to conduct military activi-
ties for maintaining military readiness and displaying the political will and military
capability to act as a cohesive unit. But the alliance system should do so strategically
and transparently, communicating the message that conducting military activities on
the divided peninsula mandates special considerations due to the proximity and her-
metic nature of North Korea.

Although those activities, such as missile readiness testing, may happen to occur
following a DPRK provocation, the fact is that US missile test launches are sched-
uled months in advance, as this author has observed by personal experience as an
active duty and reserve Air Force logistics readiness officer since 2005. For example,
while the ROK/US Nuclear Consultative Group activities are strictly scheduled,
they are perceived in the international media space as responses to individual
DPRK provocations.?!

To avoid misinterpretation of alliance activities, the activities should be briefed to
the press well in advance and should be debriefed after the activities have concluded.
In addition, the alliance system should specify in briefings that alliance activities are
conducted to maintain readiness to credibly strengthen deterrence. In other words,

27. Joshua “Mule” Koslov and Kate Mcllvaine, “The Truth about Messaging: Competition Requires
Placing Information Objectives at the Center of All We Do,” Journal of Indo-Pacific Affairs 4, no. 3 (Summer
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Program, January 31, 2024, produced by Korea Society and National Committee on American Foreign Policy,
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the alliance system should avoid being interpreted as heightening tensions and
thereby possibly inadvertently heightening the threat perceptions of the alliance’s pub-
lic and of North Korea.

To this end, the alliance should also diversify its methods of briefing the information
environment on its activities. For instance, apart from press briefings and joint state-
ments, the alliance system should explain and clarify its activities in various print publi-
cations and on social media platforms in all three countries. In this way, it could also
increase its reach to the public and the international community.

US-Northeast Asia Alliance System Exercises

In addition to its general military readiness activities, the US-Northeast Asia alli-
ance system should be wary of inadvertently communicating hostile intent in alliance
system military exercises.

The alliance system’s practices in support of military readiness add credibility to
strategic messaging that it has the military capability to impose unacceptable costs in
response to DPRK aggression. Thereby one of the strategic messaging goals of main-
taining military readiness is to deter armed aggression by hopefully influencing the
DPRK’s strategic decision-making calculus. Furthermore, the alliance system’s exer-
cises also display to the public that its militaries are prepared to respond if deterrence
fails. But the proximity of North Korea mandates that the alliance conduct its drills in
a manner that avoids messaging offensive hostile intent.

Currently, all members of the alliance system support greater security cooperation
with the treaty alliances and trilaterally. This is a monumental shift from recent years.
As a result of efforts to improve inter-Korean relations amid a concurrent deteriora-
tion of South Korea—Japan relations, US-Northeast Asia alliance system exercises were
significantly scaled back, canceled, or nonexistent from 2018 to 2022, as in the case of
trilateral cooperation during the Moon and Trump administrations.*

Scaled-down military theater exercises meant that additional personnel and military
assets were not deployed to the Korean Peninsula.®} In addition, at times, the Trump ad-
ministration unilaterally threatened to cancel or outright canceled theater-level joint
ROK-US annual exercises, citing the exercises’ costs or expressing the hope of using
them as bargaining chips to persuade North Korea to align with US interests.3*

With the change in administrations in Seoul, Tokyo, and Washington, however,
there has been greater alignment in DPRK threat perception.?> This has come with
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94  Vol. 3, No. 2, Summer 2024


https://www.heritage.org/defense/commentary/why-ending-us-south-korea-joint-exercises-was-the-wrong-move
https://thediplomat.com/2022/08/south-korea-us-return-to-large-scale-military-drills/
https://www.nytimes.com/2018/06/12/world/asia/trump-military-exercises-north-south-korea.html
https://www.usip.org/publications/2023/03/whats-behind-japan-and-south-koreas-latest-attempt-mend-ties

Taylor

multiple efforts to strengthen the cooperation and military readiness of the alliance
system amid North Korea’s evolving missile and nuclear capabilities. Notably, the alli-
ance system has increased the frequency and level of joint exercises and efforts toward
institutionalizing the real-time sharing of DPRK missile data.’® And in 2023, the
ROK-US alliance, in acknowledging its 70-year partnership, held what it categorized
“as the largest exercises” ever to include its largest live-fire joint drill near the demilita-
rized zone.?’

The shift in frequency and scale of alliance system’s exercises has been a drastic pen-
dulum swing from the previous administration. At times such activities have been re-
ported as contributing to an increase in tensions with North Korea.*® Furthermore, at-
tempts within the alliance system to return to historical exercise schedules and levels
have often been perceived as responses to DPRK provocations, especially as North Korea
frequently launches missiles around such military exercises as a display of discontent.*

As US-Northeast Asia alliance exercises have long been a source of contention with
North Korea, historically alliance system leaders have used exercises as carrots and/or
sticks, depending on the administration in office, in an effort to compel North Korea
to acquiesce to the interests of regional stability.** This comes as Pyongyang con-
demns such exercises, asserting that they are a rehearsal for a future invasion of North
Korea.*! Still, the alliance system insists its exercises are defensive.**

But whether or not North Korea is concerned about an invasion, the alliance sys-
tem cannot be absolutely certain. On the contrary, what is certain is that Russia has
displayed through its 2022 full-scale invasion of Ukraine that a neighboring state can
operate under the guise of a military exercise to stage for an invasion.** And thus the
DPRK may actually interpret alliance drills as an invasion threat. The lack of cer-
tainty increases the importance of ensuring the strategic communication projected
from these exercises aims to avoid misinterpretation of intent, particularly with the

36. DoD, “United States-Japan-Republic of Korea Trilateral Ministerial Joint Press Statement,” press

37. Lee.

38. Taylor, “North Korean Missile”

39. Taylor.

40. Hyonhee Shin, “North Korea Criticizes US, South Korea Military Drills As ‘Nuclear Blackmail, ”

41. Kim.
42. Jared Gans, “North Korea Warns US, South Korea Military Drills Escalate Tension to ‘Brink of a
Nuclear War, ” Hill, April 6, 2023, https://thehill.com/.
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Tensions on the Peninsula

expectation that North Korea is likely to carry out provocations and military exer-
cises near inter-Korean border areas as the 2024 US presidential election approaches.

Strategic Communication Recommendations

While the alliance should conduct military exercises, it should do so in a manner that
prevents inadvertent escalation while simultaneously strengthening military readiness,
deterrence, and public reassurance. To these ends the alliance system’s strategic com-
munication approach to military exercises should implement certain improvements.

The US-Northeast Asia alliance system should refrain from conducting exercises
in the inter-Korean border areas.

Military exercises conducted in the vicinity of the inter-Korean border areas, particu-
larly those that include live artillery fire, needlessly raise tensions and risk unintended
escalation due to an accident or misinterpretation of strategic messaging. Spring 2024’s
theater-level ROK-US Freedom Shield exercise started amid ROK public concern that
the alliance system was exacerbating the tensions on the Korean Peninsula.** Aiming to
quell concern, ROK joint chiefs of staff noted that none of the 48 military drills being
held as part of the exercise would be conducted near the inter-Korean border areas.*®
The alliance system should make this a permanent practice.

Rather than hold exercises at exercise facilities along the border, the alliance system
should instead simulate inter-Korean border areas in alternate locations, which will
still allow it to strengthen deterrence through the maintenance of military readiness.*
Furthermore, member states of the US-Northeast Asia alliance system would be more
successful in maintaining their public’s confidence that the alliance system as a whole
is refraining from unnecessarily adding to tensions. This will increasingly be impor-
tant as North Korea is expected to hold more military activities near the inter-Korean
border areas following its unilateral scrapping of the inter-Korean CMA.*#

The alliance system should avoid using military exercises as a punishment or as
a bargaining chip.

The alliance could avoid misinterpretations of messaging surrounding the system’s
exercises by only utilizing exercises for military readiness purposes. The use of exer-
cises as a punishment undermines messaging that the exercises are purely defensive.

44. Nick Schifrin et al., “US, South Korea Conduct Military Exercises As North Korea Ramps Up Mis-

46. Author interviews with DoD officials.
47. Soyoung Kim, “What Was in the Now-Scrapped Inter-Korea Military Agreement,” Diplomat, No-
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In addition, exercises perceived as punishing North Korea are publicly seen as need-
lessly adding to an already tense environment.*®

At the same time, the alliance system should refrain from offering alliance exercises
as bargaining chips. Doing so undermines military readiness and risks alliance cohe-
sion and therefore undercuts deterrence.*” For example, amid the scaled-down alli-
ance system drills during the previous administrations in South Korea, the United
States, and Japan, North Korea maintained its exercise cycle while also advancing its
nuclear and missile capabilities.*® As a result, the alliance system under the current
government administrations felt compelled to quickly return to a regular exercise
schedule in an effort to strengthen deterrence and the public’s confidence amid con-
cerns that both had decreased in recent years.

Furthermore, the drastic policy shift from postponing or outrightly canceling exer-
cises to reinstating them with an increase in frequency and scale creates a whiplash
effect on the Korean Peninsula. This not only risks unintentionally heightening the
DPRK’s threat perception of a coming shift in alliance intentions but also may be per-
ceived by the public and international community as unnecessarily raising tensions
between the Koreas. As such the US-Northeast Asia alliance system should maintain a
regular exercise schedule to credibly message its military readiness to respond to
DPRK-armed aggression. Doing so also should aid in preventing the perception that
alliance exercises are used to punish the DPRK.

Overall, by implementing these measures surrounding the alliance system’s re-
sponses to DPRK provocations and the system’s military exercises, the system will be
able to maintain its military readiness and strengthen deterrence and public confi-
dence without risking regional stability.

US Intent

The reality of the US political system can challenge sustained alliance system stra-
tegic communication related to political willingness and military capability to respond
to threats to other members of the alliance system. Resulting alliance mismanagement
could undermine deterrence, thus risking the DPRK calculating it could conduct even
limited armed aggression with impunity. For instance, there is concern that North Ko-
rea will soon move again to carry out limited armed aggression akin to its 2010 re-
sponse against South Korea.>' This scenario harkens back to the Korean War, when

48. Jenny Town, “Has Conflict on the Korean Peninsula Become Inevitable,” Arms Control Associa-

49. Chung Min Lee and Kathryn Botto, eds., Korea Net Assessment: Politicized Security and Unchang-
ing Strategic Realities (Washington, DC: Carnegie Endowment for International Peace, March 18, 2020),
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Kim Il Sung observed the US military drawdown from South Korea and the US gov-
ernment’s proclaiming the South Korea was out of the US defense perimeter as indica-
tions that the United States would not come to its defense.>> Some DPRK experts even
warn North Korea may attempt a quick seizure of ROK territory.>?

While the alliance system has made great strides in boosting security cooperation,
those efforts may be in vain, absent credible indicators of enduring political support of
the alliance’s military aims, namely US security guarantees.> Discourse surrounding
concerns of alliance system cohesion usually focuses on questions of whether the
United States would be willing to risk its own security to come to the aid of its Allies.
This debate intensifies as North Korea comes closer to a nuclear-strike capability
against the US homeland, in an effort to deter the United States from responding to a
limited DPRK attack against South Korea. A failure to adequately message the endur-
ance of alliance cohesion and particularly the US commitment to its security guaran-
tees poses risks to deterrence and public reassurance.

Furthermore, a failure to credibly message the endurance of alliance cohesion risks
undermining the public confidence that the alliance has the political will and military
capability to respond to armed aggression should deterrence fail. In particular, differ-
ent US administrations over the years have pushed to reduce US military presence in
Ally and partner countries, assessing that lessening the threat posed to US interests
means decreasing the number of US citizens in harm’s way.>

Concern over the endurance of the US commitment is complicated by North Ko-
rea’s pursuit of its nuclear capabilities and the Russian full-scale invasion of Ukraine,
which has incited ROK citizens’ desire for their own indigenous nuclear weapon capa-
bility. If met, this will likely further destabilize Northeast Asia through the heightened
threat perception of all of South Korea’s neighbors.>

Thus the United States has been working with South Korea toward better consulta-
tion on nuclear threats, and there has been an increase in trilateral security coopera-
tion toward DPRK missile threats.”” In addition there are nascent indications that the
nuclear consultation could eventually include Japan.® Efforts in these areas will be in
vain if there is not a sustained political commitment to current US strategic messaging,

52. Thomas J. Christensen, Worse Than a Monolith: Alliance Politics and Problems of Coercive Diplo-
macy in Asia, Core Textbook ed. (Princeton: Princeton University Press, 2011).
53. “Predicting 2024: Why the Writing Is on the Wall for an Inter-Korean Border Clash,” NK Pro,

57. White House, “Camp David”
58. Ji Da-gyum, “S. Korea Open to Japan Joining Nuclear Consultative Group: Ex-Security Advisor,”
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even across different presidential administrations, regarding an enduring commit-
ment to security guarantees in the region.>

Congressional and administration internal strife has, among other things, delayed
military aid to US partners embroiled in armed conflicts, most recently to Ukraine
and to Israel. Decisionmakers persistently hamstring policy for the sake of unrelated
policy issues.®® Some may be quick to assume that the United States would approach
armed aggression against US treaty allies differently. But it is unknown whether North
Korea views the US approach to treaty allies and nontreaty partners differently. Unfor-
tunately, absent acknowledgement by the opponent, deterrence effectiveness can only
be measured if it fails.

Moreover, the almost 30-year congressional preference for continuing resolu-
tions—1997 was the last year without at least one—has exacerbated the tendency to-
ward sustained impasse on important issues.®’ Defense Secretary Lloyd J. Austin has
warned how the constant threat of extending these resolutions impacts military readi-
ness.®? Michele Flourney, former US under secretary of defense for policy, has consis-
tently noted that operating on continuing resolutions prevents the United States from
modernizing outdated and inefficient systems and forestalls the funding of new de-
fense articles to meet emerging threats.®* North Korea and US Allies take note,
thereby undermining deterrence and public reassurance.

In particular, policy instability hampers the US-Northeast Asia alliance system’s
messaging efforts that it has the political will and military capability to respond to
armed aggression. Prioritizing US political party interests over national security inter-
ests risks eroding deterrence and public reassurance and weakens the long-term cred-
ibility of US security guarantees.

Conclusion

The US-Northeast Asia alliance system’s leadership has not provided any indication
that it assesses North Korea intends to go to war. Yet, decisionmakers cannot rule out
an inadvertent escalation in tensions, nor can they rule out North Korea’s calculations
that it could carry out even limited armed aggression with impunity.

59. Kate Sullivan, “Trump Says He Would Encourage Russia to ‘Do Whatever the Hell They Want’ to

ATHER: A JOURNAL OF STRATEGIC AIRPOWER ¢ SPACEPOWER 99


https://www.cnn.com/2024/02/10/politics/trump-russia-nato/index.html
https://thehill.com/homenews/administration/3543392-mcconnell-threatens-semiconductor-bill-prompting-white-house-rebuke/

https://apnews.com/article/congress-border-security-ukraine-a39e188fa2c6a563203d2c69eaabdc6d
https://crsreports.congress.gov/product/pdf/R/R46595
https://crsreports.congress.gov/product/pdf/R/R46595
https://www.airandspaceforces.com/app/uploads/2022/11/SecDef-Letter-to-Congress-on-Appropriations-2022-27-November-2022.pdf
https://www.govexec.com/defense/2012/10/former-defense-official-calls-congressional-paralysis-threat/58842/

Tensions on the Peninsula

The geopolitical environment in Northeast Asia is particularly tense. North Korea
has severed communication channels with the US-Northeast Asia alliance system,
which means direct communication amid a crisis to prevent escalation may be un-
likely. In addition, considering the seeming lack of avenues for great power coopera-
tion with North Korea, the alliance system’s strategic communication is increasingly
important to maintaining crisis stability.

With limited avenues to impact North Korea’s strategic calculus, the alliance system
should avoid responding to provocations that are not an immediate threat, and should
look for ways to more clearly message North Korea and the international community
regarding routine alliance system military exercises. Furthermore, while the return to
full-scale exercises and trilateral security cooperation aids in strengthening deter-
rence, it should be done in a manner that improves military readiness without risking
inadvertent escalation.

Lastly, members of both parties in Congress and the presidential candidates should
prioritize a consistent message of unflinching, meaningful support to the alliance sys-
tem. Failing to do so risks undermining deterrence and public confidence in US secu-
rity guarantees. £
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POLICY CHANGE

Krerry ATkINSON

How does policy change occur within an institution? This article presents a framework
to examine agents of policy change as key mechanisms for understanding institutional
transformation. A case study evaluation of the Department of the Air Force Women’s
Initiatives Team—an all-volunteer effort that has generated policy changes addressing
military uniform standards, aircraft design, reproductive healthcare access, and parental
leave—explores how gender policy change in the Department of the Air Force has un-
folded over the past decade. By utilizing ethnographic and policy research, this article
traces the individual and group dynamics shaping the team’s activities as well as the col-
lective action challenges facing such changes within the department, with implications
for institutions in general.

ow do institutions change over time?" This question lies at the heart of politi-

cal and sociological study, with these disciplines often focusing on economic

trade-offs and historical analysis to solve this puzzle. Yet as policy change
efforts within and across institutions become more prevalent, the traditional eco-
nomic and historical lenses are limited in their ability to engage complex individual
and group dynamics that lie at the heart of institutional longevity and change.

Addressing this knowledge gap, this article presents a new framework to analyze in-

stitutional change. This framework assesses the interaction between groups interested in
policy change, those unwilling or unable to support change, and the levels of interest and
power that shape not only motivations but also abilities to overcome collective action

Lieutenant Colonel Kelly Atkinson, USAFR, PhD, is a political scientist with the RAND Corporation and a future
operations planner for admissions at the US Air Force Academy.
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problems. The theoretical foundation for this new framework derives from feminist
analyses of institutions and power, which point to the critical importance of understand-
ing individual-level dynamics in order to comprehend the complexity of institutions and
institutional change.> Applying this framework to a case study of the Department of the
Air Force’s (DAF) Women’s Initiatives Team (WIT) reveals that individual and group-
level dynamics within institutions provide insights into the nature of agent-driven incre-
mental change that ultimately transforms institutions from within.

Theoretical Foundations

The disciplines of political science and sociology maintain well-established foci on
institutions, or “the rules of the game in a society . . . the humanly devised constraints
that shape human interaction.® Institutions consist of the set of rules and norms guid-
ing behavior among individual actors, or agents, within the system. From a construc-
tivist viewpoint, people create institutions. They are not stagnant, permanent fixtures;
instead institutions are produced by people, for people.* A feminist analytical ap-
proach, which pays attention to hierarchies of power, approaches institutions as ulti-
mately constructed systems that shape agents’ access to power, empowering some
populations while disempowering others.’

At the same time, as populations enter and leave institutions, they indelibly change
the nature of those institutions by reshaping power distributed within and beyond
them. Understanding these networks of power internal to institutions themselves
sheds light on the function and efficacy of those institutions. Additionally, under-
standing how institutions change reveals how these networks of power shift and trans-
form over time. Ultimately, “institutional change shapes the way societies evolve
through time and hence is the key to understanding historical change

One way to understand institutional change is through path-dependent analysis.”
According to one sociologist, “the identification of path dependence . . . involves both
tracing a given outcome back to a particular set of historical events, and showing how

2. See]. Ann Tickner, Gender in International Relations: Feminist Perspectives on Achieving Global Se-
curity (New York: Columbia University Press, 1992); Cynthia Enloe, Bananas, Beaches and Bases: Making
Feminist Sense of International Politics (Berkeley: University of California Press, 2014); and Carol Cohn,
“Sex and Death in the Rational World of Defense Intellectuals,” Signs: Journal of Women in Culture and
Society 12, no. 4 (1987).

3. Douglass C. North, Institutions, Institutional Change and Economic Performance, Political Economy
of Institutions and Decisions (Cambridge, UK: Cambridge University Press, 1990), 3; and James Mahoney
and Kathleen Thelen, eds., Explaining Institutional Change: Ambiguity, Agency, and Power (New York:
Cambridge University Press, 2009).

4. Alexander Wendt, “Constructing International Politics,” International Security 20, no. 1 (1995).

5. J. Ann Tickner, “Feminism Meets International Relations: Some Methodological Issues,” Feminist
Methodologies for International Relations 41 (2006).

6. North, Institutions, 3.

7. Jacob Torfing, “Rethinking Path Dependence in Public Policy Research,” Critical Policy Studies 3,
no. 1 (2009).
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these events are themselves contingent occurrences that cannot be explained on the
basis of prior historical conditions.”® As a qualitative methodological approach, path-
dependent analysis reveals the timing and sequence behind certain events that, linked
together, produce particular outcomes. Sequences may be self-reinforcing or reactive,
and these path-dependent sequences produce inertia: “Once processes are set into
motion and begin tracking a particular outcome, these processes tend to stay in mo-
tion and continue to track this outcome”®

Considering institutions, conceptualized here to be constructed systems that
shape agent access to power, inertia becomes a mechanism for self-preservation. An
institution set into motion will reproduce the structures, rules, and norms that keep
the institution strong. Agents within the institution who benefit from these rules
and norms—that is, those who maintain and grow their power within the system—
become less inclined to change the institution that rewards their participation. As
time passes it becomes more difficult to disrupt these established processes, and in-
stitutional change grows difficult.

Critical junctures offer a window into how institutional change occurs and repre-
sent “the adoption of a particular institutional arrangement from among two or
more alternatives.”'° Critical junctures often reflect shocks to an institutional sys-
tem, marking a scenario in which an institution must progress down one road while
rejecting alternative options. These critical junctures, such as the terrorist attacks of
September 11, 2001, can often appear obvious when viewed through the lens of his-
torical analysis."!

Yet not all critical junctures are as striking as black smoke against a clear blue sky.
Sometimes, critical junctures leading to institutional change reflect the painstaking
work of agents, slowly reshaping the power structures within an institution so stead-
fastly that alternative arrangements are no longer viable. In order to understand the
quotidian mechanisms through which institutions change over time, research must
consider the foundation of institutions themselves—the agents within the system.

Toward a Model of Agency within Institutions

When considering agents acting within institutions, where institutions are systems
of constraints that coordinate behavior and agency while regulating power, a rational
actor framework offers certain theoretical contributions.'? Within this framework,
individuals navigate a system of incentives and disincentives to maximize their own

8. James Mahoney, “Path Dependence in Historical Sociology,” Theory and Society 29, no. 4 (2000):
507-8.

9. Mahoney, 511.

10. Mahoney, 513.

11. Sidney Tarrow, ““The World Changed Today!” Can We Recognize Critical Junctures When We See
Them?,” Qualitative and Multi-Method Research 15, no. 1 (2017): 9-11.

12. North, Institutions.
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benefit.'* This behavior becomes complicated when individuals join together in
groups but may possess conflicting interests. This leads to the logic of collective action
and free-rider problems: if people work together to achieve a common good, then
others who did not pay the cost for the good might still benefit from the outcome,
thus disincentivizing a group to pursue achieving the common good at all.**

Of course, the rational actor framework and associated collective action logic are
not without critique.'> One feminist analysis has argued that adopting a rational actor
framework imbues all agents with an economic scale of priorities reflecting patriarchal
Western values.'® Further, this approach may ignore other bodies of knowledge while
conflating economic self-interest with rationality and thus, to a logical conclusion,
humanity.'” Moreover, reducing agents to rational actors ignores the visceral lived ex-
periences of individuals and groups engaged in institutional change. The identity poli-
tics, contentious group dynamics, negotiations and trade-offs, shared victories and
losses, and often-literal blood, sweat, and tears shaping policy change efforts remain
invisible when ignored by traditional rational actor models.'®

Still, the rational actor framework and associated collective action logic are central
to disciplines of political science and sociology—so how can they evolve to produce
new modes of understanding institutional change? This article posits that the rational
actor and collective action frameworks may enable the productive study of change
within institutions only when augmented with path-dependent analyses that evaluate
individual and group dynamics among agents within the institution.

In this approach, rational actor dynamics do not solely reflect decisions between
incentives and disincentives. Rather, factors influencing decision-making within insti-
tutions also include historical context, individual and group identity, and networks of
power. Without understanding these dynamics, any evaluation of agents overcoming
the collective action problem to initiate institutional change remains incomplete.

13. Mancur Olson, The Logic of Collective Action: Public Goods and the Theory of Groups (Cambridge,
MA: Harvard University Press, 1965).

14. Elinor Ostrom, “Collective Action and the Evolution of Social Norms,” Journal of Economic Per-
spectives 14, no. 3 (2000).

15. Paula England, “A Feminist Critique of Rational-Choice Theories: Implications for Sociology;’
American Sociologist 20, no. 1 (1989).

16. Val Plumwood, “The Politics of Reason: Towards a Feminist Logic,” Australasian Journal of Phi-
losophy 71, no. 4 (1993).

17. Joyce Green, ed. Making Space for Indigenous Feminism, 2nd ed. (Black Point, Nova Scotia: Fern-
wood Publishing, 2020).

18. See Raymond Caldwell, Agency and Change: Rethinking Change Agency in Organizations (Abing-
don, UK: Routledge, 2006); and Jean Hartley, John Benington, and Peter Binns, “Researching the Roles of
Internal-Change Agents in the Management of Organizational Change,” British Journal of Management 8,
no. 1 (1997).
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Conceptualizing Agents of Institutional Change

To understand the full scope of how institutional change occurs, the mechanisms
through which individuals and groups navigate and change the norms and rules, or
policies, of their institution merit scrutiny. At the heart of these negotiations lies
power: Who has it, who seeks it, and who wields it? Moreover, who desires to change
policy—and thus the distribution of power—and whose interests lie in maintaining
the status quo? The new framework presented below integrates feminist paradigms to
understand power with an evaluation of institutions and organizational change.'

Figure 1 details a new framework to categorize the nexus of power and interest
across an institution’s population. In this model, an institution represents a discrete
unit with its own internal policies. These policies structure the norms and rules con-
straining behavior and shaping incentives in the system. Agents are members of the
institution, and the institution endures over time without experiencing severe shocks
generating critical junctures. Given these scoping conditions, the model categorizes
the agents who prove capable of changing the institution’s policies and, thus, the insti-
tution itself. This model does not aim to reflect every agent within an institution but
rather to categorize the individuals and groups involved in policy change dynamics.

Agents of Institutional Change

4 Power Brokers
Change Agents Key Senior Leaders

Key to Overcoming Or
Collective Action Those Who Can

Problem Navigate Bureaucracy

Interest

General Population Frozen Middle
Majority of Those Who
Institution’s Members | Uphold the Bureaucracy

Power
Figure 1. A framework for agents of institutional change

The model operates along the axes of power and interest, where power represents
an agent’s power in the institution and interest represents the agent’s interest in

19. See Joan Acker, “Gender and Organizations,” Handbook of the Sociology of Gender (Dordrecht,
Netherlands: Springer Science + Business Media, 2006); and Marta B. Calas et al., “From the ‘Woman’s
Point Of View’: Feminist Approaches to Organization Studies,” Studying Organization: Theory and Method
212 (1999): 251.
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changing policy in the institution. The general population consists of the majority
of the institution’s members: they have low to moderate power and minimal interest
in changing policy. Change agents are those who have low to moderate power but
possess a high level of interest in changing policy. Additionally, this model simplifies
concepts for instructional design and therefore does not capture the myriad motivations
and dynamics involved in situations of institutional change.

As more people gain interest in policy change and subsequently transition from gen-
eral population to change agents, the change agents become more likely to overcome
collective action challenges in their efforts to change policy since more individuals are
invested in change outcomes, thus reducing the free-rider problem.

Power brokers facilitate policy change—they possess high levels of power in the
institution and a high level of interest in changing policy. These agents may be key se-
nior leaders who possess positional power, or they may include agents who under-
stand the institution keenly and can therefore navigate the constraints of the system.
In either case, power brokers partner with change agents to foster policy change.

Finally, the frozen middle represents those with high levels of power in the insti-
tution but low levels of interest in changing policy. In some cases, the frozen middle
has low interest in institutional change since they are overtasked and under-
resourced, compelled to stay within their roles through time and task constraints.
They have no interest in policy change because they have no time available to con-
sider alternatives. In other cases, the frozen middle wants to uphold the bureaucracy
and its associated administrative constraints for ideological reasons: they gained
power through the institution’s existing structures, and therefore they oppose
changes to the system that benefited them.

In either case, the frozen middle slows down or even thwarts attempts by change agents
to transform institutional policy. Power brokers, particularly key senior leaders, may over-
rule the frozen middle in some cases, but often the frozen middle is so deeply entrenched
in the institution’s power structures that they can withstand power broker efforts.

Considering this model and its internal mechanisms, how do these dynamics play
out in a real-world example? To illustrate the model, this article presents a short case
study of the US Air Force Women’s Initiatives Team. This evaluation is based upon the
author’s experience working with and observing the WIT for over six years. Such eth-
nographic assessment, although shaped by the subjectivity of participant observation,
still proves valuable when conceptualizing and illuminating the internal mechanisms
of an opaque institution such as the US military.*

Case Study: US Air Force Women’s Initiatives Team

The US Air Force Women’s Initiatives Team provides a unique example of a coordi-
nated effort to change policy in an institution, led by members of the institution itself.

20. Richard Handler, Critics against Culture: Anthropological Observers of Mass Society (Madison: Uni-
versity of Wisconsin Press, 2005).
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The WIT is one subset of a broader barrier analysis working group structure operating
across the Department of Defense. The Department of the Air Force chartered its bar-
rier analysis working group in 2008, in accordance with Management Directive 715
issued by the US Equal Employment Opportunity Commission in 2003. According to
this directive, the purpose of barrier analysis is “an investigation of anomalies, or trig-
gers, found in an agency’s employment-related policies, procedures, practices, and

conditions.” The investigation aims “to identify the root cause(s) of those anomalies”

and develop “plans for eliminating the barriers”*!

The Women’s Initiatives Team was established in 2008, and as of 2021, the DAF has
formally established seven teams within the structure of the barrier analysis working
group:*?

o Black/African American Employment Strategy Team
o Disability Action Team

« Hispanic Empowerment and Advancement Team

o Indigenous Nations Equality Team

o« LGBTQ Initiative Team

o Pacific Islander/Asian American Community Team

o Womenss Initiatives Team

As a team within the working group structure, the WIT’s mission is to identify barri-
ers to women’s service in the DAF and Defense Department that influence and impact
women’s propensity to serve and advocate to eliminate those barriers through policy
change. The WIT is run by volunteers and maintains six lines of effort, as of 2024:

o Childcare Programs, Policies, and Entitlements
o Pregnancy Discrimination and Maternal Bias

o Female-Specialized Healthcare

 Outreach and Recognition

o DAF Development

 One Size Does Not Fit All (Anthropometrics)

The WIT is perhaps the most widely recognized barrier analysis working group
within the Department of the Air Force. This is in large part due to a 2021 WIT-led

21. “Instructions to Federal Agencies for EEO MD-715,” US Equal Employment Opportunity Com-

22. Secretary of the Air Force Public Affairs (SecAF PA), “Department of the Air Force Creates Two
New Barrier Analysis Working Groups for LGBTQ, Indigenous Nation Members,” US Air Force (USAF),
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policy change to update hair standards for women in the Air Force and Space Force.??
The visibility of this change, which enabled DAF women to wear their hair in pony-
tails or braids in addition to the traditional bun, marked a tangible outcome of policy
change efforts that often remain hidden within bureaucratic structures.** A compre-
hensive list of WIT policy change efforts is included below:

Table 1. DAF WIT policy change accomplishments?*

2024

o Update to Medical Standards Directory implementing refined stature standards for career
enlisted aviators, based upon anthropometric study utilizing representative measurements

» Update to DAF Instruction (DAFI) 63-101 Anthropometric Design Specifications directing
that such specifications must accommodate body sizes of at least the central 95 percent of
the US recruiting population, including all races and genders

« Authorization of women’s wear of mess dress slacks in DAFI 36-2903, Dress and Personal
Appearance of DAF Personnel

o Authorization of commercial cold weather outerwear for pregnant Airmen and Guardians

« Joint travel regulation authorization for five-year pilot program of travel reimbursement
for childcare support from a family or friend during a military move

« Protection of parental leave while enrolled in professional military education (PME)
o Implementation of flexible spending accounts for service members

2023
« Reimbursement of meal fees as part of childcare fee assistance

o US Special Operations Command policy update to authorize Bluetooth-enabled breast
pumps into sensitive compartmented information facilities (SCIFs)

o Publication of “Flying While Pregnant” survey

o Childcare resources included in First Term Enlisted Course

o Production of “Childcare Heroes Videos” to promote DoD childcare staff hiring
o Publication of Reserve and Guard guides on parental leave policy expansion

o Updates to DAFI 36-2908, Family Care Plan, to clarify policies and requirements
o Child Development Center no hat/no salute guidance added to DAFI 36-2903

o Updated guidance on pregnancy/postpregnancy exemptions for body composition as-
sessment

o Authorized convalescent leave for the nonbirth parent following perinatal loss in DAFI
36-3003, Military Leave Program

23. Clayton Filipowicz, “Women’s Initiative Team: Taking Initiative, Breaking Barriers,” Airman, June

24. Kelly Atkinson and Alea Nadeem, “Warrior Braids and the Air Force Women’s Initiative Team —
The Invisible Labor behind Diversity, Inclusion, and Institutional Change,” Wild Blue Yonder, May 17,

25. DAF Women’s Initiatives Team record of policy change efforts, current as of April 2024.
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Table 1 (continued)

o Advocacy and coordination on DoD and service guidance for parental leave parity
2022
« Approval of Air Education and Training Command simulator credit to mitigate temporary
medical disqualification (i.e., in cases of pregnancy)

o Shaped guidance for Secretary of Defense memo “Ensuring Access to Reproductive
Health Care” and DAF guidance on implementing nonchargeable leave for reproductive
health care

o Updated AFI 48-145, Occupational and Environmental Health, military codes, and profile
forms to protect pregnancy privacy

o Partnership with Military Family Building Coalition to expand reproductive clinical advo-
cacy and fertility management services to service women at no cost to member

o Designed and wrote pre-/postpregnancy experience survey, released by Air Force Survey
Office (AFSO)

 Updated policy to allow pregnant service members to attend medical readiness training

o Update to AF Manual (MAN) 36-2032, Military Recruiting and Accessions, to remove re-
strictions on pregnant women applying to Officer Training School

o Identified supply deficiency for maternity uniforms and coordinated uniform redistribu-
tion worldwide with Army and Air Force Exchange Service

 Update to DAFI 36-3003 to allow permissive temporary duty (TDY) for fertility treatment
travel

o Changed Joint travel regulation allowing breastmilk transport cost reimbursement while TDY
o Supported DAF clarification of policy allowing pregnant aviators to return to flying status
o Initiated redesign and funding of new maternity flight suits

« Updated Space Force officer classification guide to expand candidate talent pool degree
requirements to bolster more diverse representation

o Air Force Special Operations Command policy update to authorize Bluetooth-enabled
breast pumps into SCIFs

2021

o Updated AFMAN 41-210, Tricare Operations and Patient Administration, to standardize
convalescent leave for pregnancy loss

o Supported DAF guidance memo clarifying pregnancy termination access

o Updated DAFI 36-2110, Total Force Assignments, to clarify postpartum TDY deferment
policy
o Updated women’s hair standards to improve medical, operational, and inclusivity impacts

« Supported DAF guidance on commander accountability for climate assessments

o Transitioned previous guidance memos for lactation requirements to standalone DAFI
36-3013, Lactation Rooms and Breast Milk Storage for Nursing Mothers

2020

o Held inaugural Women’s Air and Space Power Symposium 2020




Table 1 (continued)

o DAF policy updated to direct that anthropometric design specifications must accommo-
date body sizes of at least the central 95 percent of the US recruiting population, including
all races and genders

o Air Force awarded contract to begin production of female body armor
« Sponsored redesign of maternity service dress by Squadron Officer School students

 Updated Military Equal Opportunity Program DoD Instruction 1350.02 to include preg-
nancy

« Supported Air Force removal of minimum height requirement for aviation applications
o Initiated Air Force allowance of fitness assessment exemptions for miscarriages
o Partnered with AFWERKX to distribute free fertility kits to service women

o Led Air Force removal of administrative policies preventing pregnant and postpartum
women from attending PME

« Established Air Force policy mandating nursing mother access to refrigerator in work
center

o Changed policy to allow women option to wear pants with mess dress uniform

o Modified existing flight suit uniforms for pregnant women

o Built and launched Kinderspot app to centralize and streamline childcare spot subletting
2019

 Coordinated with base uniform stores for maternity uniforms to be available in person

o Established Air Force-wide creation of civilian voluntary leave bank program in AFI 36-
815, Leave

o Held inaugural WIT strategic offsite
o Partnered with AFSO to launch first survey on maternity uniform redesign

o Secured authorization for remotely piloted aircrew, missile operations duty crews, and
specified fully qualified pilots to perform duties while pregnant, without medical waiver

o Led female fit program event to develop two-piece female flight suit, improve current
women’s one-piece coverall, and advance aviator bladder relief system for Air Force and

Navy

o Initiated guidance memo 2019-36-02 to require organizations to have dedicated lactation
rooms

o Facilitated pregnant Airmen to become eligible to log gate months while pregnant
2018

« Partnered with Department of Veterans Affairs to create Women’s Health Transition
course

o Updated AFI 36-2903 to authorize wear of breastfeeding undershirt in uniform
2017

o Established Air Force national capital region pilot program for civilian voluntary leave
bank
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Table 1 (continued)

2016

o Supported Air Force implementation of new DoD-wide policy providing female active-
duty Airmen up to 12 continuous weeks of fully paid maternity leave

o Mandated use of diverse hiring panels for all GS 14/15 positions
 Modified policies relating to civilian developmental education

o Initiated new policy requiring Air Force Personnel Center commander approval when
proposing to separate dual military spouses for assignments

« Revised policy allowing pregnant Airmen the option of applying to separate from military
service commitment, now extending timeline from pregnancy to first year postpartum

« Initiated option for officers to decline in-residence intermediate or senior development
education without seven-day separation or retirement requirements

Theoretical Application: The WIT and Agents of
Institutional Change

Considering the purpose and policy change accomplishments of the Women’s Ini-
tiatives Team, the framework for categorizing agents of institutional change illumi-
nates the mechanisms of WIT policy change efforts. Referencing figure 1 above, the
population under consideration includes members of the Air Force and Space Force,
including military and civilian personnel. Within the DAF, power most simply derives
from rank: the higher the rank, the more organizational and positional power the
member possesses within the institution. Interest refers to a member’s interest in WIT
policy change efforts, broadly defined as gender policy change.

Within this system, the majority of WIT members fall in the category of change
agents. These are typically individuals who have moderate levels of rank-based mili-
tary power coupled with a high interest in gender policy change. But the existence of
these change agents cannot be taken as a given; rather, path-dependent analysis re-
veals the foundation for why this population might exist in the first place.

The Women’s Armed Services Integration Act of 1948 institutionalized women’s
World War II military contributions by allowing them to serve as “regular members of
the Army, Navy, Air Force, and Marine Corps.”*® Of course, participation does not
equate to power within an institution. Despite the Integration Act becoming law in 1948,
women were not admitted to the US Air Force Academy, the nation’s largest producer of
commissioned officers, until 1976, with the first women graduating in 1980.>”

This timeline is critical when considering how power operates in the military sys-
tem, defined elsewhere as a “greedy” societal institution subject to change and depen-

26. C.Todd Lopez, “In 75 Years Since Women's Armed Services Integration Act, Female Service Mem-
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dent on internal and external factors.?® For example, legal command authority in the
US military resides in the hands of commissioned officers. This is not to say that en-
listed personnel lack power, but rather that legal authority and chain-of-command
power operate through officer personnel structures. The military officer promotion
system is structured so that it takes approximately twenty-five years before an indi-
vidual is eligible for the rank of general officer.”

Even within the category of general officer, an individual must serve additional years
before reaching the highest rank and with it the highest level of institutional power. In
all, it takes roughly 30 years to produce a four-star general. This means that the first fe-
male graduates of the Air Force Academy were not eligible for the highest rank in the
service until around 2010. Indeed, the first female four-star general in Air Force history
is General Janet Wolfenbarger, who graduated in the first class of female cadets from the
Air Force Academy in 1980 and reached the rank of four-star general in 2012.%

When considering how institutions change, the “firsts” may serve as symbols of
change but may often remain focused on moving through and succeeding in the sys-
tem rather than changing its rules.?' Overcoming the collective action problem facing
policy change therefore requires a larger population of change agents. Research indi-
cates that companies consisting of over 30 percent women financially outperform
those with lower levels of women participants, while gender quotas for women’s po-
litical participation at a minimum mandated threshold of 30 percent correlate with
significant effect outcomes.* With women making up only 21.4 percent of Air Force
and Space Force members as of 2022, the population of institutional members with
potential interest in gender policy change falls below the 30 percent threshold.** How,
then, has the Women’s Initiatives Team achieved its policy change successes?

The individual and group dynamics central to WIT policy change efforts benefit
from contingent elements of time and visibility. Made visible through path-dependent
analysis, these contingent elements change levels of group membership among the
general population, change agents, power brokers, and the frozen middle as catego-
rized in the framework presented above.

28. Mady Wechsler Segal, “The Military and the Family as Greedy Institutions,” Armed Forces & Soci-
ety 13, no. 1 (1986).
29. “Promotion Timing, Zones, and Opportunity,” RAND Project Air Force, accessed March 20, 2024,

31. Frida Linehagen, “Conforming One’s Conduct to Unwritten Rules: Experiences of Female Military
Personnel in a Male-Dominated Organization,” Res Militaris 8, no. 1 (2018).

32. Sundiatu Dixon-Fyle et al., Diversity Matters Even More: The Case for Holistic Impact (New York:
Quotas for Women in National Politics: A Comparative Analysis across Development Thresholds,” Social
Science Research 66 (2017).

33. Office of the Deputy Assistant Secretary of Defense for Military Community and Family Policy,
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From the time perspective: throughout the 75 years since women were integrated
into the military, more women joined the general population as modeled in figure 1
above. As female leaders secured officer commissions and enlisted leadership roles
and subsequently progressed higher in rank, they began filling power broker roles.
Most importantly, key power brokers emerged who lacked senior leader positional
authority but understood how to navigate the bureaucracy, thus making the invisible
work of policy change visible.**

From the visibility perspective: as power brokers made WIT gender policy change
more visible, members of the general population realized that institutions could
change, as evidenced by the aforementioned hair policy change. With this realization,
they moved into the change-agent category. As this category grows larger, it becomes
easier to overcome the collective action problem—both because more members of the
change-agent population (in this case, women in the military) exist and because oth-
ers gain interest in gender policy change for nonutilitarian reasons, such as caring
more about about diversity, equity, and inclusion.?

The Continued Problem of the Frozen Middle

Although progress has been made, change agents and power brokers—key senior
leaders—face risk when engaging the frozen middle. In the context of the Air Force
and Space Force, the frozen middle represents a mix of those ideologically opposed to
policy change and those whose low interest levels result from their overtasked and
underresourced work constraints. In either case, WIT members often expend political
capital in their pursuit of gender policy change.’® This renders deleterious effects on
some change agents’ careers, given the up-or-out nature of promotions that impact
career advancement in the military.

Continued visibility on the operational impact of gender policy change efforts,
whether influencing retention, recruitment, operational effectiveness, or other areas,
offers opportunities to reduce the strength of the frozen middle’s resistance by increasing
their interest in gender policy change. Events like the annual Women’s Air and Space
Power Symposium, which features ongoing efforts of the WIT and other barrier analysis
working groups, showcase the power of visibility in the work of policy change.?”

Conclusion: Applications to Broader Cases

Opverall, examining the individual and group dynamics shaping the gender policy
change efforts of the DAF Women’s Initiatives Team offers novel insights into an un-

34. Atkinson and Nadeem, “Warrior Braids,”
35. “Gen Z Demands Diversity and Inclusion in the Workplace,” World Economic Forum, accessed

36. Atkinson and Nadeem, “Warrior Braids.”
37. SecAF PA, “DAF Hosts 3rd Virtual Women’s Air and Space Power Symposium,” USAF, February
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derstudied aspect of institutional change—the people involved in the effort. Employ-
ing a case study of the WIT shows how a framework for agents of institutional change
augments the traditional rational actor framework with historical context and analysis
of contingent events. Incorporating the critical role of power adds important context
to this area of study.

Future research should explore empirical outcomes of WIT policy change efforts and
more details on the group dynamics of the team as a change-agent organization. For ex-
ample, the internal identity dynamics within the WIT merit exploration, as its members
may have different experiences regarding their ability to effect change and their recogni-
tion for these change efforts, both internal to the Women’s Initiatives Team and from an
external audience. This information would prove insightful to ongoing efforts to effect
policy change, both in terms of diversity, equity, and inclusion and more broadly.

Moreover, highlighting the different groups that operate along axes of power and
interest reveals mechanisms to advance inclusive policy change efforts: when groups
understand the motivations behind the frozen middle’s resistance to institutional
change, they can leverage new approaches to engage this population.

As economic globalization, rapidly evolving technology, and the erosion of interna-
tional norms continue to transform the global world order, the role of institutions in this
evolution proves worthy of particular attention. Understanding the factors that shape
agent behavior and how agents themselves transform institutions is critical to under-
standing, explaining, and predicting political and sociological events in the years ahead.
Individuals’ motivations and their ability to access power are essential elements to the
study of institutional change. Without addressing these areas of study, we will never
know the complete picture behind why policy change efforts take flight. /&
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